DIGITAL DECENTRALIZED TRANSFER OF
VALUE FOR THE PUBLIC SECTOR
A playing field analysis: how can Distributed
Ledger Technologies like blockchain impact
public values?
DECEMBER 2021
AUTHORS
Marlen Komorowski
Laurence Claeys
Thomas Van Dam

Commissioned by BZK

1

© 2021, imec-SMIT, Vrije Universiteit Brussel
All rights reserved. No part of this publication may be reproduced, stored in a computerized
database, or made public, in any form or by any means, electronic, mechanical,
photocopying, recording or otherwise, without the prior written consent of the publisher.
Reference
Komorowski, M., Claeys, L. & Van Dam, T. (2021). DIGITAL DECENTRALIZED TRANSFER OF
VALUE FOR THE PUBLIC SECTOR - A playing field analysis: how can Distributed Ledger
Technologies like blockchain impact public values. Brussels: imec-SMIT, Free University of
Brussels.
This study was conducted by imec – SMIT – VUB on behalf the Ministerie van Binnenlandse
Zaken en Koninkrijksrelaties (BZK).

2

EXECUTIVE SUMMARY
Data, records, and transactions define the structures in our public system. Yet these tools and the bureaucracies
to manage these by public institutions operate still much the same way as decades ago. At the same time,
governments face challenges in the digital age and must find new ways in how to create trust in their systems
while handling new societal challenges. Distributed ledger technology (DLT) of which blockchain is one system
has experienced in recent years a lot of attention as it offers new ways of bringing public services to citizens and
businesses. Because of this, governments have started experimenting and investing in blockchain and DLT
solutions for the public sector. The OECD (2018) found already more than 200 government-led blockchain
initiatives in more than 40 different countries.
To understand where applicability of blockchain should be considered, it is important to recognize that DLT can
be seen as a form of “general purpose technology”. This is due to the infrastructural character of the technology.
This means that whether DLT or blockchain is a solution to a given problem in the public sector and can impact
public value can only be answered on a case-to-case basis.
In this report, we present a total of 21 DLT use cases associated to each of the Dutch ministries to show potential
opportunities for application in different public sectors and services in the Netherlands. The use cases analysed
build the basis for a new decision-making approach, in which we highlight the different steps that can be taken
by the government to identify application possibilities in the future. Our findings highlight, that DLT can have an
impact on the following public values:
•
•
•
•

Strengthen democratic values;
Increase public integrity;
Collaboration; and
Government efficiency.

Still, the future of DLT implementation is uncertain. DLT has currently a lot of limitations and immaturities. And
DLT adoption depends highly on the organisational, societal, technological and ecosystem context in the
Netherlands. Identifying the specific opportunities and barriers depend on each individual use case. DLT cannot
replace all existing information systems in the public sector and many applications of DLT could also be
implemented through a centralised solution. Which DLT application and design in which use cases should be
adopted is a strategic decision and requires agreement and collaboration with local stakeholders, the Dutch
government and public sector to cooperate and work together in the future. Based on the findings in this report
we give the following recommendations to the Dutch government:
1.

2.

3.
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The government should further investigate, and address barriers in the local context (i.e. legal framework,
lack of skills in the government, the attitude of government staff and the government as well as a lack of
capital and funding in the Netherlands) to enable and support blockchain solution development that
strengthen public value. This needs to be always done in a way that takes into account the contribution to (or
loss of) the public values of Dutch society.
The government should adopt an informed and strategic decision-making approach (decision-making matrix)
to identify use cases for development in the Dutch public sector. This can be based on existing strong local
networks and initiatives in the Netherlands (see ecosystem analysis) as well as successful use cases that have
already been rolled out in other countries (see case study overview).
It is important to set up a discussion forum in the Netherlands where various stakeholders (with different types
of expertise, background, experience and roles in the ecosystem) are involved in reaching a consensus on a
vision on the role that DLT should play in the digital society and to decide whether DLT should become a
theme in the existing or new strategies of the Dutch government.

TABLE OF CONTENTS
EXECUTIVE SUMMARY
TABLE OF CONTENTS
LIST OF FIGURES
LIST OF TABLES
INTRODUCTION
BACKGROUND: DIGITISATION IN THE PUBLIC DOMAIN AND BLOCKCHAIN (IN THE NETHERLANDS)
REPORT STRUCTURE AND METHODOLOGY
KEY CHARACTERISTICS OF DISTRIBUTED LEDGER TECHNOLOGIES
BITCOIN, BLOCKCHAIN, DISTRIBUTED LEDGER TECHNOLOGY? WHAT’S IN A NAME?
CENTRAL CHARACTERISTICS OF DLT
CHOICE OF DLT SYSTEMS IN THE PUBLIC SECTOR

3
4
6
6
7
8
9
10
10
11
12

DLT USE CASES IN THE PUBLIC SECTOR

13

DLT IN THE PUBLIC SECTOR
A USE-CASE APPROACH
MINISTRY OF BZK: USE CASES
USE CASE 1: DIGITAL INFRASTRUCTURE IN THE GOVERNMENT
USE CASE 2: E-VOTING
USE CASE 3: GOVERNMENT-ISSUED DIGITAL IDENTITIES
USE CASE 4: LAND TITLE REGISTRY
MINISTRY OF BZ: USE CASES
USE CASE 5: INTERNATIONAL AID
MINISTRY OF FIN: USE CASES
USE CASE 6: GOVERNMENT ASSETS AND SPENDING
USE CASE 7: TAXATION
USE CASE 8: CENTRAL BANK DIGITAL CURRENCIES (CBDC)
MINISTRY OF J&V: USE CASES
USE CASE 9: NATURAL DISASTERS
USE CASE 10: IMMIGRATION
MINISTRY OF EZK: USE CASES
USE CASE 11: FINANCIAL AID – GRANTS AND FUNDING MANAGEMENT
USE CASE 12: TOURISM VOUCHERS
MINISTRY OF DEF: USE CASES
USE CASE 13: PUBLIC PROCUREMENT (IN THE MILITARY)
MINISTRY OF VWS: USE CASES
USE CASE 14: DRUG SUPPLY MANAGEMENT
USE CASE 15: PERSONAL HEALTH RECORDS
MINISTRY OF SZW: USE CASES
USE CASE 16: WELFARE SERVICES AND PAYMENTS
USE CASE 17: SOCIAL WELFARE COINS
MINISTRY OF OCW: USE CASES
USE CASE 18: SUBSIDIES
USE CASE 19: DIGITAL DIPLOMAS
MINISTRY OF I&W: USE CASES
USE CASE 20: ENERGY

14
14
15
15
15
16
18
18
18
19
19
20
20
22
23
23
24
24
25
26
26
27
27
28
29
29
30
30
31
31
32
33

4

MINISTRY OF LNV: USE CASES
USE CASE 21: FOOD SUPPLY CHAIN MANAGEMENT

34
34

DLT APPLICATION AND ITS PUBLIC VALUE

36

A NEW DECISION-MAKING MATRIX
ADOPTION APPROACH
APPLICATION PATTERN CHOICE
PUBLIC VALUE ASSESSMENT
GOVERNMENT IMPACT STRATEGY

37
38
38
41
44

THE OPPORTUNITIES AND BARRIERS FOR DLT ADOPTION

48

INNOVATION ADOPTION FACTORS
ORGANISATIONAL CONTEXT OF THE DUTCH GOVERNMENT
SOCIETAL CONTEXT IN THE NETHERLANDS
TECHNOLOGICAL CONTEXT OF DLT ADOPTION IN THE NETHERLANDS
ECOSYSTEM CONTEXT IN THE NETHERLANDS

49
50
51
52
52

OUTLOOK AND FUTURE SCENARIOS

59

OUTLOOK AND VISION
SHOULD THE DUTCH GOVERNMENT ADOPT DLT SOLUTIONS IN THE FUTURE?
WHAT’S NEXT? LEADING QUESTIONS AND FUTURE SCENARIOS
DLT AS SUBSTITUTE FOR GOVERNMENTS?
DLT AS AUTHORITARIAN SYSTEM?
DLT FOR NEW PUBLIC VALUE?
DLT AS A MEANS FOR “COMMONING”?
FINAL THOUGHTS AND RECOMMENDATIONS

60
60
61
62
62
63
64
65

ANNEXES

66

ANNEX 1: TECHNICAL CONCEPTS AND DEFINITIONS
ANNEX 2: FULL LIST OF ACTORS IDENTIFIED IN SURVEY (IN ALPHABETICAL ORDER)
ABOUT THE STUDY

67
71
74

5

List of figures
FIGURE 1: THE RELATIONSHIP BETWEEN DLT, BLOCKCHAIN AND BITCOIN. ............................................................................ 10
FIGURE 2: VISUALIZATION OF FEATURES OF CENTRALIZED DATABASES AND DLT..................................................................... 11
FIGURE 3: DECISION-MAKING MATRIX FOR DLT ADOPTION BY THE PUBLIC SECTOR. ................................................................ 37
FIGURE 4. MATURITY ASSESSMENT OF USE CASES OF DLT IN THE PUBLIC SECTOR. .................................................................. 40
FIGURE 5: EXPERT SURVEY FINDINGS (N=140 RESPONDENTS) FOR THE ASSESSMENT OF THE POSITIVE IMPACT OF BLOCKCHAIN
SOLUTIONS ON PUBLIC POLICY DOMAINS (RATING FROM LOW TO VERY HIGH). ................................................................ 41
FIGURE 6: EXPERT SURVEY FINDINGS (N=140 RESPONDENTS) FOR THE ASSESSMENT OF THE POSITIVE IMPACT OF BLOCKCHAIN
SOLUTIONS ON PUBLIC VALUE (RATING FROM LOW TO VERY HIGH)................................................................................ 44
FIGURE 7: THE STAGES OF IMPACT FOR GOVERNMENT FOR BLOCKCHAIN-DRIVEN SOLUTION DEVELOPMENT................................. 45
FIGURE 8: THE PARTNERS NEEDED FOR BLOCKCHAIN INITIATIVES FOR PUBLIC VALUE. .............................................................. 46
FIGURE 9: THE DIFFERENT ROLES OF THE GOVERNMENT IN BLOCKCHAIN INITIATIVES. .............................................................. 47
FIGURE 10: FOUR CONTEXTS OF INNOVATION ADOPTION. ................................................................................................. 49
FIGURE 11: EXPERT SURVEY FINDINGS (N=140 RESPONDENTS) FOR THE AGREEMENT TO STATEMENTS ABOUT THE ORGANISATIONAL
CONTEXT OF DLT ADOPTION BY THE PUBLIC SECTOR IN THE NETHERLANDS (RATING FROM STRONGLY DISAGREE TO STRONGLY
AGREE)............................................................................................................................................................. 50
FIGURE 12: EXPERT SURVEY FINDINGS (N=140 RESPONDENTS) FOR THE AGREEMENT TO STATEMENTS ABOUT THE SOCIETAL CONTEXT
OF DLT ADOPTION BY THE PUBLIC SECTOR IN THE NETHERLANDS (RATING FROM STRONGLY DISAGREE TO STRONGLY AGREE). .. 51
FIGURE 13: EXPERT SURVEY FINDINGS (N=140 RESPONDENTS) FOR THE AGREEMENT TO STATEMENTS ABOUT THE TECHNOLOGICAL
CONTEXT OF DLT ADOPTION BY THE PUBLIC SECTOR IN THE NETHERLANDS (RATING FROM STRONGLY DISAGREE TO STRONGLY
AGREE)............................................................................................................................................................. 52
FIGURE 14: EXPERT SURVEY FINDINGS (N=140 RESPONDENTS) FOR THE AGREEMENT TO STATEMENTS ABOUT THE ECOSYSTEM
CONTEXT OF DLT ADOPTION BY THE PUBLIC SECTOR IN THE NETHERLANDS (RATING FROM STRONGLY DISAGREE TO STRONGLY
AGREE)............................................................................................................................................................. 53
FIGURE 15: OVERVIEW OF SELECTED BLOCKCHAIN ECOSYSTEM ACTORS IN THE NETHERLANDS RELEVANT FOR PUBLIC SECTOR AND
GOVERNMENT APPLICATIONS. ............................................................................................................................... 54
FIGURE 16: EXPERT SURVEY FINDINGS (N=140 RESPONDENTS) FOR THE AGREEMENT TO STATEMENTS ABOUT THE DLT ADOPTION BY
THE PUBLIC SECTOR IN THE NETHERLANDS (RATING FROM STRONGLY DISAGREE TO STRONGLY AGREE). ................................ 60

List of tables
TABLE 1: COMPARISON OF CHARACTERISTICS OF CENTRALIZED AND DLT SYSTEMS. ................................................................ 11
TABLE 2: OVERVIEW OF EXEMPLARY USE CASES PRESENTED PER MINISTRY. .......................................................................... 14
TABLE 3: IDENTIFIED REAL-LIFE USE CASES FOR BLOCKCHAIN-DRIVEN E-VOTING. .................................................................... 16
TABLE 4: IDENTIFIED REAL-LIFE USE CASES FOR BLOCKCHAIN-DRIVEN GOVERNMENT-ISSUED DIGITAL IDENTITIES. .......................... 17
TABLE 5: IDENTIFIED REAL-LIFE USE CASES OF BLOCKCHAIN-DRIVEN LAND REGISTRY APPLICATIONS (ONLY IN USE). ........................ 18
TABLE 6: IDENTIFIED REAL-LIFE USE CASES FOR CBDC. ..................................................................................................... 21
TABLE 7: REAL-LIFE USE CASES FOR BLOCKCHAIN-DRIVEN HEALTHCARE APPLICATIONS. ........................................................... 29
TABLE 8: APPLICATION PATTERNS IN THE PUBLIC SECTOR BASED ON TECHNOLOGICAL FEATURES AND PUBLIC SERVICES OFFERED BY THE
GOVERNMENT. .................................................................................................................................................. 39
TABLE 9: OVERVIEW OF SELECTED DLT ECOSYSTEM ACTORS RELEVANT FOR PUBLIC SECTOR APPLICATIONS AND USE CASES IDENTIFIED
IN SURVEY (LIST IS NOT EXHAUSTIVE). ..................................................................................................................... 58

6

INTRODUCTION
Governments face
new challenges in
the digital age in
how to create trust
in their systems.
This report aims to
investigate if
blockchain can be a
solution to
overcome these new
challenges in the
public sector.

Data, records, and transactions are essential for the defining structures in our government and
public system. They establish and verify identities and chronicle events in the public sphere. They
govern interactions between citizens, businesses, public organisations, and the government.1
While an increasing number of services and operations in the public sector have been (at least
partly) digitalised, yet these critical tools and the bureaucracies formed to manage these by
public institutions operate still much the same way. Although lately we have seen the rise of
governmental open data and data exchange, most often centralized databases are still used, as
they have for decades.
At the same time, the evolution of society requires public administrations and public sectors to
tackle many new challenges, including those around demographic change, employment,
mobility, security, democracy, and participatory policy making, environment, and many others.
In this context, there has been an increasing interest in a technological innovation where equal
distribution of power is a core value, namely blockchain. In this report, we look for the
opportunities to transform public (sector) services and impact public value, using distributed
ledger technology (DLT) of which blockchain is one system.2 The central questions we put
forward in this report are:
HOW CAN DLT BE APPLIED IN THE PUBLIC SECTOR? WHAT PUBLIC VALUES CAN BE
STRENGHTEND OR WEAKENED THROUGH DLT ADOPTION? AND WHAT OPPORTUNITIES
AND CHALLENGES IN THIS REGARD EXIST (IN THE NETHERLANDS)?
DLT application in various public sectors has experienced in recent years a lot of attention.
Advocates see opportunities for the application in public sectors because of its potential to for
example improve effectiveness, create more trust, less bureaucracy, and more transparency. Still,
the future of DLT implementation is uncertain. DLT has still a lot of limitations and immaturities
that include for example reliance on governing authorities, performance, interoperability, and
low adoption rates. In addition, it must be recognized that the applicability of DLT depends on
the local context, the local ecosystem, and the existing government systems. Therefore, we must
look at DLT within the national context.
There is still little knowledge about the Dutch DLT ecosystem and its applicability within the
Dutch public sector and government services. This report aims to create the necessary
knowledge to inform the Dutch government about the local DLT landscape and opportunities to
assess the future potential of the technology.

https://hbr.org/2017/01/the-truth-about-blockchain
Please note that for the purpose of this report, the terms DLT and blockchain will be used interchangeably, even though not all DLTs are
blockchain-based. Below we introduce the technology and the differences between DLT systems, with more detailed descriptions and
definitions of technological core concepts related to DLT (see also Annex 1) and point the reader to further references outlining the
technological building blocks.
1
2
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Background: Digitisation in the public domain and blockchain (in the
Netherlands)
With the increasing digitization of society and industry, governments are under pressure to follow
suit. A digital public sector promises a wide variety of benefits. These include more efficiency
and savings for governments and businesses, increased transparency, and greater participation
of citizens in political life, etc. However, digitisation brings also new challenges, from privacy
issues to security and efficient data structures.
“THE DIGITAL TRANSITION HAS AN IMPACT ON SOCIAL AND ECONOMIC DEVELOPMENTS.
IT IS IMPORTANT FOR GOVERNMENT AND SOCIETY TO PREPARE FOR THIS IMPACT AT AN
EARLY STAGE.” Dutch Digitization Strategy 20213
Also, the Netherlands aim to make optimal use of the social and economic opportunities of
digitization in a responsible manner. There are different agendas and strategies in place to
achieve digitisation from the Nederlandse Digitaliseringsstrategie 2021, to the Agenda Digitale
Overheid: NLDIGIbeter4, the Nederlandse Cybersecurity Agenda5 and the I-strategie Rijk 202120256. And in recent years, the Netherlands has been consistently featured as a frontrunner in
Europe and internationally on different rankings and indexes for its digital strengths.
•
•
•
•
Blockchain has
become an
increasingly
important topic in
the tech community
and the Netherlands
has been recognized
as a leading hub in
blockchain
development.
But it is not part of
the themes reflected
on in the official
agendas and
strategies for digital
transition in the
Netherlands, yet.

1st place for Startup Business Climate in Europe;7
5th place on the WIPO Global Innovation Index;8
1 in 3 companies is highly digitised in the Netherlands;9
3,000 Dutch firms generating and applying advanced technologies.10

Also, for the digital public sector and eGovernment services, the Netherlands has made
advancements in recent years with now 86% of citizens (in 2020) using eGovernment services
(compared to still 60% in 2008). However, this is only on place 5 in the EU27, with the
Scandinavian countries leading. And the Netherlands rank on the e-Government Benchmark11 of
the EU only:
•
•
•

12th place on open government data,
16th place for the share of public services that can be completed online, and
20th place (below the EU average) for services offered online to businesses.

There is still room for improvement. At the same time, we can see the following numbers related
to blockchain showing that the Netherlands has become a hub for blockchain development:
•
•
•

2nd place in blockchain technology generation capability in Europe;12
430 million euro investment in 2020 into blockchain technology by VC and private equity in
the Netherlands; which is about
20% of the total investment into blockchain in Europe.

Experts argue that blockchain can be a catalyst for system changes that can create and drive
technological innovation and increase efficiency and trust into public (sector) services. While we
can find that blockchain has become an increasingly important topic in the tech community,
blockchain is not part of the themes and actions reflected on in the official agendas and
strategies for digital transition in the Netherlands, yet.

https://www.nederlanddigitaal.nl/binaries/nederlanddigitaal-nl/documenten/publicaties/2021/06/22/the-dutch-digitalisation-strategy-2021eng/210621-min-ezk-digitaliseringstrategie-en-v03.pdf
4
https://www.digitaleoverheid.nl/overzicht-van-alle-onderwerpen/nldigibeter/
5
https://www.ncsc.nl/onderwerpen/nederlandse-cyber-security-agenda
6
https://www.digitaleoverheid.nl/overzicht-van-alle-onderwerpen/i-strategie-rijk-2021-2025/i-in-het-hart/
7
Based on based on the European Digital Forum’s Startup Nation Scoreboard. See https://icplatform.nl/netherlands-ranks-1-startup-businessclimate-europe/
8
https://siliconcanals.com/news/most-innovative-countries-2020/ and https://www.wipo.int/edocs/pubdocs/en/wipo_pub_gii_2020.pdf
9
https://ec.europa.eu/growth/tools-databases/dem/monitor/sites/default/files/Digital%20Transformation%20Scoreboard%202018_0.pdf
10
https://ec.europa.eu/digital-single-market/en/digital-economy-and-society-index-desi
11
https://digital-agenda-data.eu/
12
https://ati.ec.europa.eu/data-dashboard/
3
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This report aims to explore, if blockchain would bring benefits for the public sector and thereby
answer if blockchain should become a building block of the digital transition strategy in the
Netherlands and further give insights about the local blockchain playing field.

Report structure and methodology
This report aims to gain insight into the blockchain playing field in the Netherlands by mapping
out the potential applications, and use cases in the public sector, by identifying the public value
of blockchain adoption in the public sector and by highlighting the opportunities and barriers
that exist in the Netherlands. The report is structured as follows.
•

•

•

•

•

First, we introduce below briefly the key characteristics of DLT and blockchain and what the
specific characteristics of the technology are. We provide in Annex 1 a list of definitions of
concepts for the reader to understand the technology, its benefits and limitations and further
provide additional reading sources for more in-depth knowledge about the technology.
Second, we provide an overview of use cases of blockchain in the public sector associated
with the different Dutch Ministries. We highlight the most prominent and discussed use
cases of blockchain to date and present a selection of real-life use cases.
Third, we summarize the findings from the use cases by highlighting the similarities and
differences among them. This helps us to understand, what possible applications are
relevant for the public sector and can enable assessments in the future with a focus on public
value and the possible roles of the government.
Fourth, we discuss the possible application into the Dutch public sector in more detail
through a new innovation adoption framework, that can support the decision-making of the
Dutch government and present possible barriers and opportunities that exist.
In the final section, we present an outlook and discuss possible future scenarios for
blockchain application in the public sector and government and end the report with several
recommendations.

This report is based on a mix of research methods combining both qualitative and quantitative
methods using desk research and a national survey of blockchain experts.13

1

Desk research / literature study
ü Creation of a basis of insights about DLT as technological
building block, identification of use cases (relevant for the
Netherlands) and framework development.

2

Survey
ü Distributed to >1.000 experts in the Netherlands:
ü Academics
ü Industry representatives
ü Government representatives
Ø Data collected in September 2021
Ø 140 responses collected

3

Expert consultations
Ø Filling data gaps with expert consultations

It should be noted that the survey comprised of experts’ opinions from the blockchain ecosystem in the Netherlands might create biased
results and findings that should be taken with care. We acknowledge that the blockchain community in general might have a biased interest
when answering the survey to create public interest into the technology. We highlight throughout the report, that the findings should be
reflected on with care and results only give first indications.
13
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Key characteristics of distributed ledger technologies
Bitcoin, blockchain, distributed ledger technology? What’s in a name?
In people's mind is
blockchain =
cryptocurrency =
illegal activities. As
always, people fear
what they don't
understand. A big
societal challenge
will be education”
- Survey respondent

Before going into possible roles that distributed ledger technology (DLT) can play in serving
citizens through public services, we introduce the terminology used in this report to talk about
DLT. In order to be complete and unambiguous in our descriptions, the terminology must also
be discussed extensively. However, the specific technical implementations and design choices
are not the focus of this report. Therefore, we limit the description of the technological aspects
of DLT to the necessary terminology and discussion of the features needed to understand the
report smoothly14 .
The concept of DLT is much less well known than 'blockchain' or 'bitcoin'. It is however older
and more comprehensive (see Figure 1). DLT includes both blockchain and bitcoin or any other
crypto currency.
•

•

•

Distributed ledger technology (DLT) is the umbrella term for any multiparty systems that
operate in an environment without a central administrator or authority, which limits risks
from parties present that may be unreliable or malicious ("adversarial environment").15
Blockchain technology is a transaction processing system often considered a specific subset
of the broader DLT that uses a specific data structure consisting of a chain of hash-linked
blocks of data.
Bitcoin is a cryptocurrency that uses a certain type of blockchain, the permissionless
blockchain, and uses the Proof-of-Work consensus mechanism.

A TYPE OF
TECHNOLOGY

DISTRIBUTED LEDGER
TECHNOLOGY (DLT)
BLOCKCHAIN
BITCOIN

A TECHNOLOGY
(AN OPEN DLT)

AN APPLICATION

Figure 1: The relationship between DLT, blockchain and bitcoin.

If you want to know more about the technology itself, you can read more in Annex 1. Links to external resources are also provided that
discuss the technological components in an accessible manner.
15
See https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3230013
14
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Central characteristics of DLT
Each DLT is a distributed system. A distributed system differs from its traditional counterpart, a
centralized system (see Figure 2), in two important respects: (a) in who is in control of the system;
and (b) how to reach a consensus on transactions that take place through the system, especially
in environments where parties present may be unreliable or malicious. Specific to a DTL is:
•

There is no central control entity. Control is shared over different entities (that do not need
to know each other) and are connected via a common peer-to-peer (p2p) network.
Consensus (defining 'the truth') arises in agreement with several parties.
There is no central storage of information. Parallel copies exist in multiple so-called nodes.

•
•

Centralized systems, on the other hand, are often under the control of one party (for example
the government or the bank) and information is stored centrally in a single database or managed
centrally.

INPUT

STORAGE

PROCESSING

OUTPUT

CONTROL

Centralised
database
Distributed
ledger
technology

Control through
one entity

Control through
several entities

Single node

Multiple nodes

Figure 2: Visualization of features of centralized databases and DLT.
In a distributed network, there is no need for trust between the different parties because (a) the
truth is kept in a ledger; and (b) each entity has a copy of this ledger. Depending on the
requirements, expectations and objectives of a system, the choice must be made to build a
system on a fully centralized or distributed database or on a combination of both. Several
characteristics of the technologies must be weighed up in this regard (see table below).
Characteristics
Resistant to manipulation

Resistant to censorship
Decentralized authentication
Redundancy
Use of automatic contracts ('smart contracts') possible
Users have eloquence over their data
Users own their data
Easy to be GDPR compliant
Energy efficiency16
Processing Capacity
Scalability
Resistant to congestion

Centralised

Decentralised

+
+
+
+
+

+
+
+
+
+
+
-/+
-/+
-/+
-

Table 1: Comparison of characteristics of centralized and DLT systems.

Energy efficiency, processing capacity and scalability are characteristics highly dependent on the choice of the type of DLT.

16
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In general, we can say that centralized systems are more vulnerable to manipulation, sabotage,
abuse of power and data leaks. On DLT, manipulation of data is more difficult and increasingly
traceable. This ensures less abuse.
If a (partially) distributed system is chosen, there are still many design choices that need to be
made. These in turn can influence the characteristics of the system (see table). In addition to
functional implications, the design choices that are made also contain certain implications for
power structures, trust, safety, control, and user-friendliness. They therefore also convey certain
values. It is therefore extremely important to make every design choice well-considered and
informed. Important design choices include at least the following:
•

•
•
•
•
•
•

The choice for an open system (no ex-ante trust relationships between the parties) or a
closed system (relationships between the parties are arranged based on a contract or other
agreement).
The network governance structure influencing access rights of the parties, use of a public or
private network, permissionless or permissioned system.
The network autonomy including the choice for a self-sufficient, dependent, or interfacing
network.
The choice of consensus mechanism.
The importance attached to interoperability and existing standards.
The choice to use open-source code or proprietary code.
The importance of using smart contracts and connect to external data sources, or not.

Choice of DLT systems in the public sector
Currently, public sectors and government services often use traditional data systems in which
data is stored in centralised systems with separate data silos. Every public sector, government
service or Ministry has its own data silo that is largely closed off from the surrounding authorities.
Although there is much theorization and speculation about the many positive applications DLT
can bring in the public domain, few public sectors and government departments have already
rolled out DLT technology applications.
If the government sees the public value of digital decentralized transfer of value in the context
of good public governance and defines it as a means to achieve more democracy and
participation in society, it is inextricably linked to how such a system is designed. Every form of
digitization is accompanied by the choice of a software and hardware system to build this digital
service. Any technical choice also involves a moral choice because embedded scripts in
technology also propagate certain values. It is now clear that a choice to switch to DLT systems
should not be made overnight. There are many choices to be made, the creation is always a
complicated collaborative process and there are many technical pitfalls. The question is therefore
why a government should use the DLT and how it can strengthen public value.
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DLT USE CASES IN THE PUBLIC SECTOR
What are the most prominent use cases?
In which public sectors have they been
implemented? And what solutions have
already been tested in real-life?
In this chapter, we provide an overview of 21 use cases associated with the different Dutch
ministries. The findings presented are based on desk research and additional insights of expert
opinions from the survey are given. For more detailed information we provide the sources of the
presented use cases in the footnotes.
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DLT in the public sector
There are currently
more than 200
government-led
blockchain initiatives
worldwide.
9 in 10 government
executives plan to
make blockchain
investments.

A use-case approach
In the last years, governments have started experimenting and investing in blockchain and other
distributed ledger technology (DLT) solutions for the public sector. The OECD (2018) found
already more than 200 government-led blockchain initiatives in more than 40 different
countries.17 IBM (2017) found that 9 in 10 government executives plan to make blockchain
investments.18
To understand where applicability of blockchain and DLT should be considered, we want to
stress that DLT can be seen as a form of ‘general purpose technology’.19 This is due to the
infrastructural character of the technology as described above. Because of this, it is important to
look at the possible applications of the technology which vary by each use-case. This means that
whether DLT or blockchain is a solution to a given problem in the public sector, and in which
architectural implementation of the technology, can only be answered on a case-to-case basis.20
In the next sections we present a total of 21 use cases that can offer value to the different Dutch
Ministries (see table below).21 We have identified the most common use cases in the domains of
each Ministry and outline real-life examples from different countries where these use cases have
been integrated or are being tested / explored.

A total of 21
exemplary use cases
of DLT solutions in
the public sector
that can offer value
to the different
Dutch Ministries are
presented in this
report.

Digital infrastructure in the government

Ministry of the Interior and Kingdom Relations (BZK)

E-voting
Government-issued digital identities
Land title registry
International aid

Ministry of Foreign Affairs (BZ)

Government assets and spending

Ministry of Finance (FIN)

Taxation
Central bank digital currency (CBDC)
Natural disasters

Ministry of Justice and Security (J&V)

Immigration
Financial aid – grants and funding management

Ministry of Economic Affairs and Climate (EZK)

Tourism vouchers
Public procurement

Ministry of Defence (DEF)

Drug supply management

Ministry of Public Health, Welfare and Sport (VWS)

Personal Health Records
Welfare services and payments

Ministry of Social Affairs and Employment (SZW)

Social welfare coins
Subsidies

Ministry of Education, Culture and Science (OCW)

Digital diplomas
Energy

Ministry of Infrastructure and Water Management (I&W)

Food supply chain management

Ministry of Agriculture, Nature and Food Quality (LNV)

Table 2: Overview of exemplary use cases presented per Ministry.

https://www.oecd.org/parliamentarians/meetings/gpn-meeting-october-2018/OPSI-Blockchain-Presentation-for-Global-ParliamentaryNetwork.pdf
18
https://www.ibm.com/downloads/cas/WJNPLNGZ
19
https://www.itu.int/en/ITU-T/focusgroups/dlt/Pages/default.aspx
20
https://www.bmvi.de/SharedDocs/EN/Documents/DG/blockchain-opportunities-and-challenges.pdf?__blob=publicationFile
21
We present each Ministry except the Ministry of General Affairs (AZ).
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Ministry of BZK: Use cases
The Ministry of the Interior and Kingdom Relations (BZK) is responsible for organizing a
prosperous public administration on which other public and government services as well as
municipalities and provinces rely. Additionally, the Ministry of BZK helps people live in
affordable, safe, energy-efficient homes in pleasant neighbourhoods.22 For the Ministry of BZK,
many relevant use cases for DLT solutions could be identified. This includes for example:
•
•

•
•

An automated payment infrastructure running on blockchain for the ‘E-invoicing‘23 system;
Compliance and reporting functionalities of blockchain technology to check on standards
like CE marking and Energy performance certificates (EPCs), which require communication
between various actors;
Personnel and management within central government24; and
DLT qualities can contribute to strengthening several policy themes in more general, such
as digital resilience, information management, data and algorithms, transparency as
outlined in the I-strategie Rijk 2021-2025.25

Next to these possibilities, we identified the most discussed use cases in literature, which are
discussed in more detail below.
“Less intervention
from third parties
leads to lower
chances of errors,
which in turn
increases trust. So
blockchain is
certainly suitable for
use in those sectors
where many parties
still have to work
together.”
- Survey respondent

Use case 1: Digital infrastructure in the government
A functional public administration depends on an efficient infrastructure that is equipped for the
exchange of value between different government services, public sectors, Ministries, and local
administrations. Research highlights, that governments maintain huge records of data, which are
currently held on databases, that are not shared and are not transparent.26 A DLT network can
connect the various public bodies, give citizens more control over their data and optimize the
transfer of value between the various parties, which dispenses of unnecessary manual keeping
of data in multiple copies. This in turn can make the government more efficient. Research also
highlights that DLT can have an impact on data security and support fighting cyber-attacks and
malfunction.
In the most recent Cyber Security Assessment Netherlands (CSAN)27 from 2021 it was found that
digital risks to the Dutch national security remain high and continue to grow. Most recent
examples of such possible cyber-attack threats include the attacks on the municipality of Lochem
in 2015 and 2019. Also, Hof van Twente fell victim to a ransomware attack when a hacker
obtained a weak password to access the gateway for the city’s systems. The damage was
estimated to be between three and four million euros.28 Digital attacks were also observed by
the CSAN, mostly carried out by state actors, for purposes of espionage and sabotage. Though
targeted attacks on critical processes have not yet been observed in the Netherlands, they do
occur abroad. And various reports have found that the resilience in critical processes in the
Netherlands is sometimes inadequate.29

Use case 2: E-voting
DLT has been coined in research as technology to enable participation into the democratic
process and to create trust in elections through e-voting.30 Through DLT, voting could be done
https://www.government.nl/ministries/ministry-of-the-interior-and-kingdom-relations
The E-invoicing‘ system has been established in 2017. Every year, the Dutch central government receives 1.6 million invoices from its
suppliers.
24
Data from 2015 shows that there are 1 million public employees (12 % in State Administration) in the Netherlands. First research shows that
employee data could be more secure and easier accessible via decentralized systems, which enable easier background and employmenthistory checks via virtual credentials and that smart contracts can be used for the contract or temporary workforce. Payment and benefits could
also be handled via a Blockchain payment infrastructure and would enable more automation. See
https://www.gartner.com/smarterwithgartner/5-ways-blockchain-will-affect-hr
25
https://www.digitaleoverheid.nl/overzicht-van-alle-onderwerpen/i-strategie-rijk-2021-2025/i-in-het-hart/
26
https://www.riverpublishers.com/journal_read_html_article.php?j=JICTS/7/3/6
27
https://english.nctv.nl/documents/publications/2021/08/05/cyber-security-assessment-netherlands-2021
28
https://nltimes.nl/2021/05/29/dutch-municipalities-easy-prey-cyber-attacks
29
https://english.nctv.nl/documents/publications/2021/08/05/cyber-security-assessment-netherlands-2021
29
https://nltimes.nl/2021/05/29/dutch-municipalities-easy-prey-cyber-attacks
30
Find out more about the benefits and limitations of e-voting via blockchain here: https://jwcneurasipjournals.springeropen.com/articles/10.1186/s13638-019-1473-6
22
23
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“I think blockchain is
suitable for simple
tightly defined
(unambiguous) issues
such as money and
elections. Most data
exchange is not
unambiguous and
context dependent.
In this respect, the
Blockchain would be
more bureaucratic
than desired.”
- Survey respondent

without physical presence, from abroad without mailing based on a NFT token giving the citizen
the unique value of having a voting-right. This means that less physical infrastructure is needed,
citizens could vote for longer periods instead of one single day and could hold a copy of the full
voting record while the identity of individual voters would be protected.
The application of DLT in e-voting is currently explored in many different countries and has been
deployed in the last year already for several elections (see table below). The results have been
mixed. For example, Russia has created several state-funded systems that have gone through
multiple iterations. Some have been deployed in elections, with each election still ending in
accusations of mismanagement, data leakage, and ballot-stuffing. Another deployment of
blockchain-based voting has been established in Tsukuba City, Japan, in 2020. The overall
rollout was considered a success with mayor Tatsuo praising the ease and simplicity of voting
through the application.31
Blockchain-driven e-voting real-life use cases

Status

US: 2018 midterm election (West Virginia), 2020 Presidential election Deployed
(Utah County)
Japan: 2020 Tsukuba City
Russia
Switzerland: Zug

Trial in 201832

South Korea

Proof of concept level in 2021

Thailand
India

Table 3: Identified real-life use cases for blockchain-driven e-voting.33

Use case 3: Government-issued digital identities
DLT can offer an infrastructure for establishing permanent digital identities for persons, legal
entities (enterprises and organizations) and for example for goods. These can be self-governed
by the individual or company/entity owning the identity, without the need for control by one
central authority. A public blockchain with a digital identity can make it easy to digitally sign
documents and make it verifiable by everyone concerned.
“SSI will, in my
opinion, radically
change
governmental
services”
- Survey respondent

The most common example of the application of a digital identity via blockchain is citizen identity
through a self-sovereign identity (SSI) system. Via the DLT network, citizens can manage their
digital identity and gain access to government services like, filing a new passport, address
registration, birth certificates, etc. A possible solution is the use of decentralized identifiers
(DIDs). DIDs expand the realm of self-sovereign identities (e.g., personal identity, diploma, flight
tickets, items, credentials, etc.) without need for a centralized authority. DIDs are persistent and
can be linked to any subject and can be cryptographically verifiable.34 35 While most government
services in this regard are already online available, experts and literature highlight that
blockchain and SSI (and DID) can offer additional advantages, including privacy protection, more
data control by citizens 36 and prevention of identity fraud.37 38
Online identity in the Netherlands is kept on the personal records database (BRP) and nonresidents records database (RNI). Organizations with a public or social function can access the
data to do their work (e.g. pension funds, municipalities, educational institutions, health
insurers).39 With the DigiD (short for Digital Identification), access to the BRP / RNI and the related

https://hackernoon.com/which-countries-are-casting-voting-using-blockchain-s33j34ab
https://www.stadtzug.ch/_docn/1938568/eVoting_Final_Report_ENG.pdf
This table was compiled using the indicated sources in the footnote and the following source from January 2021:
https://hackernoon.com/which-countries-are-casting-voting-using-blockchain-s33j34ab
34
LEVEL39. (2021, October 14). How Decentralized Identifiers And Bitcoin Fix The Web. Bitcoin Magazine: Bitcoin News, Articles, Charts, and
Guides. https://bitcoinmagazine.com/technical/dids-built-on-bitcoin-fix-the-web
35
W3C. (2021, March 18). Introduction to Decentralized Identifiers (DID) - by Ivan Herman (W3C) [Video]. YouTube.
https://www.youtube.com/watch?v=t8lMCmjPKq4
36
https://www.dotmagazine.online/issues/blockchain-e-government/blockchain-e-government-citizen-control-of-data
37
https://unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperBlockchain.pdf
38
https://identity.utexas.edu/sites/default/files/202104/How%20Much%20Identity%20Management%20with%20Blockchain%20Would%20Have%20Saved%20Us%3F_0.pdf
39
https://www.government.nl/topics/personal-data/personal-records-database-brp
31
32
33
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services is given. Still, the DigiD seems to not protect for identify fraud completely. In 2019,
roughly 0.6 out of 100 Dutch inhabitants was a victim of online identity fraud.40
There are already various countries, who are testing or developing blockchain-based SSI for
citizen identity (see table below).
Blockchain-driven SSI real-life
use cases

Where?

Status

e-ID

Estonia

Governmental e-ID in use since 2017

UAE Pass

Dubai, United Arab
Emirates

Pilot program for cross-border ID was
planned for 2020

Finnish eID

Finland

Trial for governmental e-ID finished in
2019

Zug ID

Zug, Switzerland

City-wide ID in use since 2017

Digital identity for government
services and digital payments

Australia

Research and white paper in 201641

Dutch Trust Network (DTN)

Netherlands

Infrastructure for SSI applications
launched in 202042

European Blockchain Services
Infrastructure (EBSI)

EU

Pilots running since 202043

Memorandum for cross-border
digital identity ecosystem

Germany & Spain

Planned pilot to start in 202144

Table 4: Identified real-life use cases for blockchain-driven government-issued digital identities.45
Most notably, in 2021 the European Commission put forward a proposal to create a framework
for European Digital Identity to be used by all citizens across the European Union allowing crossborder identification. Blockchain has been discussed as viable solution. The European Blockchain
Services Infrastructure (EBSI) runs already since 2020 trials across Europe. Also, the Ministry of
BZK is investigating how to improve digital identity through SSI and published this year a vision
document on the matter.46 In 2020, the Dutch Trust Network, was started, that aims to develop
a basis for a Dutch SSI (more on this the ecosystem context in the Netherlands section below).47
Because of these developments, blockchain-based SSI is a topic worth investigating in more
detail. However, only one country has been identified, which has a working system in place for
a longer period, namely Estonia, which is presented in more detail below.
Real-life use case: e-Identity, Estonia

In 2017, Estonia was the first country to introduce a blockchain-based national identity based on
a national ID-card system. The mandatory card for Estonian citizens allows access to all secure
governmental e-services, including travel within the EU, national health insurance, access to bank
accounts, the administration of medical records, tax claims, etc. Both the citizens and the
government services interaction happen via the Key Signature Infrastructure (KSI), which is the
main Estonian network. To gain access to the network, citizens must prove their identity. This
can be through an e-Id card reader secured with a pin code, via text message that the citizen
will receive on their verified number or by using the government issued smartphone application.
e-Identity is the only login system Estonians need to gain access to any KSI offered government
service. The implementation of the system is generally regarded as a success by various
academics and institutions.48

https://www.statista.com/statistics/593646/online-identity-fraud-offenses-in-the-netherlands/
https://auspostenterprise.com.au/content/dam/corp/ent-gov/documents/digital-identity-white-paper.pdf
https://dutchblockchaincoalition.org/usecases/dutch-trust-network-een-ssi-infrastructuur-voor-nederland
43
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/EBSI
44
https://www.nfcw.com/2021/08/04/373433/germany-and-spain-to-test-cross-border-digital-identity-ecosystem/
45
This table was compiled using multiple sources, including research and data from 2019. The status of the development could have changed
in 2021. More information about the real-life use cases can be found via:
https://www.dbsystel.de/resource/blob/5169670/47330c9be63205c5ccd5c70d288b3209/Blockchain-Usage-for-Government-Issued-ElectronicIDs-A-Survey-data.pdf and via the footnotes indicated in the table.
46
https://www.tweedekamer.nl/kamerstukken/brieven_regering/detail?id=2021Z02985&%20did=2021D06488
47
https://dutchblockchaincoalition.org/usecases/dutch-trust-network-een-ssi-infrastructuur-voor-nederland
48
https://www.frontiersin.org/articles/10.3389/fbloc.2020.00026/full
40
41
42
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Use case 4: Land title registry
“Tokenization of real
estate for example
would make it
possible to
demonstrate and
trade partial
ownership. The
Netherlands could
still take a leading
position in this.”
- Survey respondent

Dealing in land properties is today a time-consuming administrative process that is vulnerable to
fraud, falsified documents, lost title deeds, etc. Establishing an agreement requires the trust of
several parties (seller, buyer, notary, etc.) accompanied by hefty administration, which normally
takes several days to finalize. Because of this, DLT systems have been favoured in research and
many tested projects to run title deeds, land registry and transactions of land ownership via a
blockchain system to reduce bureaucracy, digitize the land registry, and prevent fraud and
falsified land titles.49 There are several countries who already implemented DLT solutions in this
regard (see table below). The Netherlands’ Land Registry also started testing blockchain
technology for national real estate data in 2019 (see more in the ecosystem context in the
Netherlands section below).50
Land registry real-life use cases

Where?

Status

Land title registry (NAPR)

Georgia

In use (2016)

Settlement system / land title registry (ChromaWay)

Sweden

Land title registry (BenBen initiative)

Ghana

Table 5: Identified real-life use cases of blockchain-driven land registry applications (only in use).
Real-life use case: NAPR (Georgia)

Georgia is one of the pioneers in settling title deeds, land registry and transacting land ownership
via a blockchain network. The National Agency of Public Registry (NAPR) guaranties on this
system legitimacy because all registered title deeds are still verified by a notary. NARP also issues
certificates to landowners via the system. NAPR introduced its blockchain solution in 2016 and
since then registered over 100,000 land titles. The data registration is divided over two networks.
First, the land registry data is stored on a private-permissioned-network, with nodes divided
between NAPR and notaries. Each node holds a copy of the ledger, and only one node is
mandatory to restore the network - if needed. Second, verified data will be formed into a unique
hash, which is stored on the public blockchain network.

Ministry of BZ: Use cases
The Ministry of Foreign Affairs (BZ) is the channel through which the Dutch Government
communicates with foreign governments and international organizations. It coordinates and
carries out Dutch foreign policy.51 In relation to foreign policy and affairs, most use cases that
are being discussed or tested are related to the benefits of blockchain for developing countries.
•

Blockchain has been recognized as a solution in developing countries, because of its
characteristics that make services less reliant on trusted parties, i.e., misfunctioning or
corrupt governments.52

There are also many use cases that are currently being developed and have already been tested
for specifically international aid. We discuss this use case in more detail below.

Use case 5: International aid
Organizations and reports argue that Blockchain can trace financial and non-financial activity in
any given foreign project cycle. In this context, the potential of blockchain can impact not only
Research also highlights the limitations of the applicability, which include, but are not limited to, the accuracy of data being entered into the
system, the ability of the system to facilitate data preservation, pre-existing institutional and legal pillars, and the digital divide across
communities. See https://www.frontiersin.org/articles/10.3389/fbloc.2020.00019/full
50
https://cointelegraph.com/news/netherlands-land-registry-to-test-blockchain-solution-for-real-estate
51
https://www.government.nl/ministries/ministry-of-foreign-affairs/about-the-ministry
52
https://ieeexplore.ieee.org/abstract/document/8338009?casa_token=mgM-qP_tGhUAAAAA:ZhsyMqlNxVoNbLhEbqM2Axk6kTSVlvSbI_e0xRb9ZydcAD_hUOkc83tFdTHAb8N7eIMwN5j0Ahttps://ieeexplore.ieee.org/abstract/document/833
8009?casa_token=mgM-qP_tGhUAAAAA:Zh-syMqlNxVoNbLhEbqM2Axk6kTSVlvSbI_e0xRb9ZydcAD_hUOkc83tFdTHAb8N7eIMwN5j0A and
https://www.sciencedirect.com/science/article/pii/B9780128144473000100
49
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“Blockchain is a
fantastic way to
build and share
knowledge in a
decentralized way.
Fully developed
systems could also
be made available to
other countries as
development aid.”
- Survey respondent

the administration of funds and aid but also other value exchanges that are happening. In the
international aid sector, several experiments are currently being conducted to distribute aid
funding using blockchain. One example is the Start Network consisting of 42 aid agencies across
five continents. It has launched a blockchain-based project that enables the organizations both
to speed up the distribution of aid funding and to facilitate the tracing of every single payment,
from the original donor to everyone assisted.53 Also, national organizations work on blockchain
solutions. For example, the German Gesellschaft für Internationale Zusammenarbeit (GIZ)
established a ‘Blockchain Lab’ in February 2018. The lab currently tests blockchain technology
for sustainable development.54 Also, Denmark’s Ministry of Foreign Affairs has partnered with
virtual currency platform Coinify to use blockchain in foreign aid delivery.55 One of the few
notable examples is the launch by the United Nations (UN) World Food Programme (WFP) in
May 2017 of a project in the Azraq Refugee Camp in Jordan which, using blockchain technology
enables the creation of virtual accounts for refugees and the uploading of monthly entitlements
that can be spent in the camp’s supermarket. Reportedly, the programme has contributed to a
reduction by 98% of the bank costs.56 Another example is TruBudget in Germany, which is
discussed below.
Real-life use case: TruBudget (Germany)

The KfW (bank) developed TruBudget (Trusted Budget Expenditure) to make donor-financed
development cooperation projects more efficient and effective. The software is now available to
developers free of charge. The blockchain technology in TruBudget makes it possible to manage
how donor funds are used transparently and reliable. Donor funds can be handled via the partner
systems and complex parallel structures and processes can be harmonized lowering transaction
costs.57 Pilot projects are currently underway in Burkina Faso and Brazil. Others are in the
preparation phase with Georgia and the Global Alliance for Vaccines and Immunisation (GAVI).
The German Federal Ministry for Economic Cooperation and Development (BMZ) made 6 million
euro available to KfW for the pilot project.58

Ministry of FIN: Use cases
The main task of the Ministry of Finance (FIN) is to oversee the income and expenditure of the
Dutch government and the quality of financial institutions. In addition, the Ministry is responsible
for the economic policy, financial markets, and tax administration.59 Within the financial industry
especially blockchain gained notoriety by being used for the trading of cryptocurrencies, such
as Bitcoins. In this context, the concept of DeFi is being discussed, which is short for
“decentralized finance,” an umbrella term for a variety of financial applications in cryptocurrency
or blockchain geared towards disrupting financial intermediaries. The most discussed
applications include Decentralized Exchanges (DEXs), Stablecoins, and Lending Platforms.60
Next this, use cases for DLT applications that are more directly related to the Ministry of FIN are
discussed in more detail below.

Use case 6: Government assets and spending
Governments face a challenge in being accountable for the complex systems and structures that
they finance and manage. There will always be a need to check whether a system is legal,
compliant, and working properly and these checks are performed by audits.61

https://startnetwork.org/news-and-blogs/blockchain-experiment-humanitarian-aid
https://www.giz.de/en/mediacenter/78035.html
https://builtin.com/blockchain/blockchain-in-government?__cf_chl_captcha_tk__=pmd_ojzadBmNKjzVUje5Z8jZhvs8_JXTJTbwibedKVay3xI1633883406-0-gqNtZGzNA1CjcnBszQo9
56
https://www.migrationdataportal.org/blog/how-blockchain-can-benefit-migration-programmes-and-migrants
57
https://openkfw.github.io/trubudget-website/
58
https://www.kfw.de/About-KfW/Newsroom/Latest-News/Pressemitteilungen-Details_515008.html
59
https://www.government.nl/ministries/ministry-of-finance
60
Find out more about DeFi via https://www.coindesk.com/learn/what-is-defi/
61
https://www.government.nl/topics/budget-day/budget-process
53
54
55
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Research has emphasised, that the use of DLT systems can change the perspective of what is
examined in audits and how monitoring and tracing of budgets and assets in the government is
conducted. DLT can drastically increase the effectiveness and efficiency of such processes
through technical assurances for security, integrity, and immutability, which make many existing
checks redundant.
Using a blockchain to provide a currency, token or other digital asset can also be a way for
governments to support asset and financial management within the complex and multiple
management structures that they must internally manage. Implementations can range from the
use of internal government coins (used for accounting and corresponding to real financial assets)
to the automatic execution of simple financial transactions if certain requirements are met.
Finally, smart contracts can be added to blockchain infrastructures that handle government
expenditures, thus making automatic transactions and controls possible.62 The application
possibilities for this use case are plentiful and first research into this application of blockchain
exists. However, no specific use cases could be identified so far.

Use case 7: Taxation
“The core of the
value lies in the
transparency in
combination with
immutability and
decentralization of
data storage.
Especially in value
transfers (tokens)
and the organization
of decentralized
trust (for example
making taxes
transparent and
verifiable), this can
have immense public
value.”
- Survey respondent

One highly promising area for blockchain application is taxation. Experts and academia agree,
that blockchain could solve many of the weaknesses of taxation systems. In terms of VAT
payment, blockchain can be used to create a registry of electronic invoices that would allow the
Tax Administration to see and verify taxes are paid when a product is marketed. A taxpayer could
for example upload electronic invoices to a reporting system. The invoices would be verified and
placed on a blockchain-based network. Such a system could allow for more automation, and
create a history of transactions, allow for easier accessibility, and enable detection of fraud or
errors.63
There have been recent reports, showing that the taxation system in the Netherlands faces
challenges. For example, based on estimations published in 2019, about 22 billion euros are lost
to tax fraud each year in the Netherlands.64 And taxation checks and audits have been criticised.
In 2020, the Belastingdienst was criticized for an anti-fraud operation named ‘project 1043’ after
it emerged that thousands of taxpayers were subject to excessive checks and penalties on their
income tax return.65 In 2021, a parliamentary inquiry found that officials at the tax service had
wrongly accused families of fraud over childcare subsidies. This scandal has led to the resignation
of Prime Minister Mark Rutte’s government in January 2021.66
Such problematic incidences and lost revenues are not a Dutch problem but a European-wide
problem (e.g. tax carousel). That is why, the European commission announced already in 2018
investment to reshape the way authorities for example collect cross-border taxes. Some
European countries have already started experimenting with specifically blockchain for tax
collection. For example, in Finland, the tax administration works with banks on a blockchain
system to track taxes on real estate transactions and has also conducted a pilot project evaluating
the effectiveness. In Sweden, blockchain is being tested to digitalize invoices, non-resident
income tax, and customs duties. In China, blockchain is being used to combat fake invoices.67
However, most use cases are still in early development phase.

Use case 8: Central bank digital currencies (CBDC)
Another important topic related to the Ministry of FIN is digital currencies. Especially, central
bank digital currencies (CBDC) are gaining attention on a global scale. CBDCs can be a starting
point for a fully digital payment system, and spark interest to implement blockchain networks in
other financial services.

https://unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperBlockchain.pdf
https://news.bloombergtax.com/daily-tax-report-international/eu-inches-toward-blockchain-in-fight-against-vat-fraud-1
64
https://www.socialistsanddemocrats.eu/sites/default/files/2019-01/the_european_tax_gap_en_190123.pdf
65
https://www.dutchnews.nl/news/2020/07/tax-office-accused-of-heavy-handed-approach-to-suspected-income-tax-fraud/
66
https://www.reuters.com/article/us-netherlands-politics-resignation-idUSKBN29K1IO
67
Additionally, it should be highlighted, that real-time reporting of sales and service operations is becoming the new standard. Through these,
companies are obliged to send invoicing data to the Tax Administrations in real-time. Italy, Spain, and Hungary already have a real-time
reporting system for this, and France and Poland are currently developing it with the expected entry into force from 2023. See more on this
topic via https://www.ciat.org/ciatblog-blockchain-para-mejorar-la-recaudacion-del-iva-parte-1/?lang=en
62
63
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The most discussed benefit of a CBDC is faster, cheaper, and more efficient payments,
domestically and internationally. It is also supposed to reduce costs of making, distributing, and
safeguarding physical money. Most importantly, these gains can deliver greater productivity in
an economy, a fundamental aspect of economic development.68
Currently, the trend for establishing a CBDC is especially significant in low- and middle-income
countries. But there are also already pilots and tests on the way in Europe and other developed
countries, especially for cross-border payments (see table below). For example, the Bank of
Canada and Monetary Authority of Singapore have partnered in 2019 to enable transactions via
digital currencies to make cross-border, cross-currencies transactions cheaper, faster and safer.
ReiseBank Germany and ABT Canada want to enable financial institutions to process costumers’
cross-border payments, at real time and little to no cost and have developed a proof of concept
in 2016.69
CBDC real-life use cases

Status

Sand Dollar (Bahamas)

Launched in October 2020 (first
world-wide CBDC)

Bakong (cross-border payment solution between Cambodia and Launched in August 202170
Malaysia)
Australia, Bahrain, Bermuda, Estonia, Eswatini, European Central Running Pilot in 2021
Bank, France, Indonesia, Japan, Kenya, Lebanon, Malaysia,
Pakistan, Rwanda, Singapore, South Africa, South Korea, Sweden
(see below), Thailand, Ukraine, Uruguay,
Brazil, Eastern Caribbean Central Bank, China, Curacao, Hong Project development in 2021
Kong, Marshall Islands, Mauritius, Turkey,
Canada, Chile, England, Ghana, Haiti, Kazakhstan, Iceland, India, Research in 2021
Israel, Jamaica, Lithuania, Malta, Morocco, The Netherlands, North
Korea, Norway, Palestine, Philippines, Russia, Spain, Switzerland,
Tunisia, U.S., Venezuela
Denmark, Ecuador, Finland, New Zealand

Cancelled in 2021

Table 6: Identified real-life use cases for CBDC.71
In Europe, the Netherlands have been identified as a country whose citizens are most likely to
adapt and trust in such digital currencies. The 17 million residents of the Netherlands are the
least likely in the eurozone to pay for goods or services with cash, according to a 2017 report.72
Based on a report of the central bank of the Netherlands, De Nederlandsche Bank (DNB)73, Dutch
consumers only paid in cash for 32% of their purchases in shops, bars, restaurants, hotels, etc. in
2019. In 2015 cash-less and cash payments were still equal at 50%. The Netherlands have also
experienced a decrease in the total number of ATMs from 2009 to 2019. As of the end of 2019,
there were 5 thousand cash machines located in the country. Just the year before, this number
was at 5.9 thousand.74 This shows that there is great potential for CBDC adoption in the
Netherlands in the future and that citizens increasingly require cashless options for which digital
currencies can become the solution.
The DNB is currently in cooperation with the European Central Bank (ECB) investigating the
possibility of issuing a digital euro. DNB announced in 2021 to move on to the next phase in
their research with the ECB and to explore over the next two years, what a digital euro should
look like (see more in the ecosystem context in the Netherlands section below). At the same
time, the DNB released a CBDC report which makes the argument that if there is no CBDC, then
private payment platforms will eventually replace public cash. A CBDC has the potential to
maintain the public role of money and the control of the DNB of the financial system in the
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Netherlands. The DNB also acknowledges that CBDC can bring risks however, stating: In times
of financial crisis, it could accelerate a bank run as citizens and firms try to avoid risks by
converting balances, they hold with commercial banks into CBDC.75 Because this application
area has already a lot of use cases and continues to become more mainstream, we chose to
present a CBDC real-life use case in more detail below, namely the e-Krona in Sweden.
Real-life use case: e-Krona (Sweden)

The e-krona project was launched in 2017 in Sweden and is still in its development phase. The
e-krona is built on a token system, where each e-krona will be represented as a token on a
blockchain. Each token is created by the Riksbank of Sweden and holds the same value as a
traditional Swedish krona. For citizens, there is little to no difference between traditional krona
(cash or e-banking) and e-krona. Nevertheless, the Riksbank argues that the e-krona has the
potential to enrich the functionalities of the current financial ecosystem. For example, the ekrona can perform instant payments 24/7, will transform smartphones to digital wallets, offer new
online payment systems, etc. The Riksbank uses a decentralized private-permissioned-network,
where the Riksbank has total control. Hereby, the Riksbank will grant access to certain
commercial banks and similar financial institutions, which act as nodes within the network. These
nodes act as intermediaries between the central bank and citizens.76 77 The Swedish Riksbank has
announced in 2021 that it will extend its digital currency pilot from February 2020 to February
2022.78

Ministry of J&V: Use cases
“Blockchain could
make a significant
contribution to
secure digital trade,
combat cybercrime
and safeguard
personal data.”
- Survey respondent

The Ministry Justice and Security (J&V) is responsible for justice, imprisonment, and public
security working through different branches and departments.79 Currently, there are not many
advanced use cases of applications, although a DLT-based data network can create more security
and interoperability among both legal and security authorities as well as in the Ministry (as there
has been recent data breaches).80 It should also not be overlooked that the Ministry of J&V needs
to be getting acquainted with blockchain technology, as there has been a rise in the usage of
cryptocurrencies for illegal practices from fundraising for terrorism81 to ransomware attacks as
well as money laundering and drug trafficking.82 However, experts also highlight that the role of
crypto enforcing such activities is often overstated.83 Still, there have been first research into
potentially interesting use cases for the Ministry of J&V. This includes for example:
•
•
•
•

Crime prevention through blockchain driven data networks;84
Blockchain technology for emergency numbers;85
The impact of DLT on online gambling;86
Police complaint management systems using blockchain technology;87 and

Find the full report on CBDC by the DNB via https://www.dnb.nl/media/espadbvb/central-bank-digital-currency.pdf
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the data didn’t leak. This shows the vulnerability of the current workflow and digital infrastructure in the Ministry of J&V (see more on this type
of use case for DLT implementation in the sub-section for the Ministry of BZK). Source:
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•

Solutions for increasing cybersecurity and prevention of cyberattacks / ransomware attacks
(see also use case in Ministry of BZK).88

An example is Estonia’s e-police system, which is running on the KSI blockchain system giving
officers on duty access to numerous databases enabling for example faster police checks (see
also use case on Estonia’s e-Identity above).89 The company Elliptic creates blockchain-based
forensic investigation tools used by law enforcement, financial institutions, and intelligence
agencies.90 We decided to present two use cases in more detail below, which bring different
application possibilities together. This includes DLT solutions for emergency and specifically
natural disaster response and possible benefits for immigration management.

Use case 9: Natural disasters
Natural disasters have become more frequent due to climate change in recent years. Research
has argued that blockchain technology, offers unique capabilities to support rapid response to
natural disasters, whether the incidence is a flood or threat of contagious disease. Most
importantly, a solid, stable communication infrastructure is among the crucial factors for
emergency response.91 With its technological capabilities, blockchain can directly address critical
challenges of disaster response such as communication, coordination, rebuilding trust, or
maintaining safety. For NGOs, for example, blockchain may support the registration of
volunteers, rewards to volunteers and other contributors, identification, and tracking the delivery
of supplies, such as vaccines and food, and services in complex supply chains.92
Already in 2015, the U.S. Federal Emergency Management Agency (FEMA) began an initiative
to transform the way the agency administers grants and disaster relief funds. They claimed that
in addition to validation of assets, FEMA can use blockchain identity management to issue eidentities to individuals seeking aid and assistance. A blockchain e-identity can help ensure that
FEMA has a unique record of every person and issue relief payments in a manner that is secure
and transparent.93 In 2018, a grant was issued to IBM working with the Texas OneStar Foundation
and Texas A&M University to understand the disaster recovery landscape and to build a
blockchain proof of concept working directly with survivors, the FEMA, private insurers,
inspectors, the Small Business Administration, community partners and other government
officials. In this regard, DLT can become a viable solution for similar challenges for the National
Coordinator for Security and Counterterrorism (NCTV). The NCTV also ensures that regional
authorities are given enough information to take a harmonised approach, which in turn creates
problems for data exchange for which DLT could offer solutions in the future.94

Use case 10: Immigration
Experts have highlighted, that DLT in combination with SSI solutions has the potential to help
refugees and forced migrants. According to the United Nations, at present there are 30 million
refugees around the world. Not only is it often difficult for them to prove their identities, but it
is also often difficult to prove their professional skills or experiences (see also use case on digital
diplomas below). The existence of SSI solutions and decentralized and immutable blockchain
networks provides new ways to issue verifiable digital identity credentials and professional digital
certificates.95 Research has already proposed systems using blockchain technology to create
decentralized, secure, and scalable migration records of individuals, which help to check for
unlawful immigration but will also allow to check if an individual has successfully reached the
intended destination.96

Find out more about cybersecurity of blockchain via https://www.cm-alliance.com/cybersecurity-blog/the-future-use-cases-of-blockchain-forcybersecurity
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There are already immigration tools developed which are powered by blockchain. For example,
Migranet combines artificial intelligence, smart contracts, blockchain technology, biometrics,
and the Migranet (MIG) utility token. The testing of the first working prototype of Migranet was
completed in 2019.97 Also, Germany explores the possibilities for blockchain solutions for asylum
procedures, which is presented below in more detail.98
Real-life use case: AnkER (Germany)

In Germany, the Federal Office together with the Information Systems Project Group of the
Fraunhofer Institute for Applied Information Technology (FIT) and an implementation partner
developed a feasibility study in a first project phase (from February to June 2018) to simplify
asylum process. The project team evaluated the opportunities offered by blockchain technology,
as well as its advantages and disadvantages. The Federal Office for Migration and Refugees
(BAMF) is now currently piloting a blockchain solution in the AnkER facility in Dresden, to provide
support to communication and cooperation in processes of applying for asylum, across publicauthority boundaries.99

Ministry of EZK: Use cases
The Ministry of Economic Affairs and Climate (EZK) is responsible for the Dutch economy,
stimulating innovation and support businesses, telecommunications (e.g. 5G), energy efficiency,
climate change, etc.100 DLT could offer innovative solutions for various industries governed by
the Ministry of EZK. Activities related to economic affairs rely on administration, issuing permits,
filing for subsides or funding, etc. Some of these tasks can be simplified by using DLT and smart
contracts. In research, several applications are being discussed including blockchain-driven:
•
•
•
•
“[DLT can enable]
tracking of subsidies
inside and outside of
NL by linking
subsidies to a
transaction on a
blockchain, and
every time a subsidy
is spent, this is also
recorded on the
blockchain, so you
know what happens
to the subsidy
money.”
- Survey respondent

Copyrights protection;101
Secure ICT infrastructures (e.g. prevention of DDoS attacks to hijack connected devices);102
Solutions to make solar energy cheaper;103 and
Insurance solutions.104

We discuss below two use cases in more detail, namely financial aid, and vouchers via DLT. Both
use cases enable stimulation of innovation and economic activity.

Use case 11: Financial aid – grants and funding management
Many public agencies have been encountering challenges in building transparency in their grants
management systems and are struggling to reduce burdens around reporting.105 Recent research
has stated that improvements in grants management for both federal agencies and grant
recipients can be enabled using blockchain technology. Based on recent research findings, the
primary benefit to federal agencies is improved decision making through more transparency,
quality, and timeliness of grant financial and performance information. The primary benefit to
grant recipients is reducing redundant reporting to multiple grant-making entities and
auditors.106 Blockchain application could also help increase or improve transparency in the grant
payment lifecycle by reducing the number of grant payment platforms that are involved in the
process.
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Additionally, it needs to be acknowledged that poor automated checkpoints and several ID
registration portals are the ideal setup for fraud and other criminal activities in the context of
grant and funding management. Research has also highlighted that DLT, and smart contracts
can prevent such criminal activities.
The Ministry of EZK offered financial aid to companies who suffer financial losses due to COVID.
After a few months, the first signs of fraudulent activities occurred. The Ministry’s
Tegemoetkoming in de Vaste Kosten (TVL) initiative turned out to be vulnerable to fraud
accomplished via identity theft (see also SSI use case above). It appeared that criminals could
easily gain access to the TVL initiative by posing as business owners applying for financial aid.
Apparently, the login system and mandatory paperwork could easily be forged. This eventually,
led to numerous innocent business owners being accused of fraud by the Rijksdienst voor
Ondernemend Nederland.107 The identification tool eHerkenning used by businesses to digitally
interact with government and public services, caused the fraudulent activities bypassing the
automated checkpoints.108
Because of the potential benefits through DLT, the possibilities of application for grant payments
are currently explored by several governments. For example, the Department of Health and
Human Services and the National Science Foundation in the U.S. started a pilot program backed
by blockchain, called the Grant-recipient Digital Dossier (GDD) in 2021.109 The Blockchain for
Grant Payments project—steered by the Bureau of the Fiscal Service’s Office of Financial
Innovation and Transformation in the U.S. was started in 2020.110

Use case 12: Tourism vouchers
Research has highlighted that Blockchain can be applied in several domains in the tourism
industry: reservation and ticketing (hotels/car rentals, insurance and flights), identity
management (traveller identity, personalization and baggage tracking), loyalty programs
(discounts and incentives or rewards), digital payment (cryptocurrency and B2B settlement),
credential management (authenticity review, ranking and verification), and inventory
management (direct distribution and supplier network).111 An example is the Alastria project in
Spain which develops a digital ID aiming to simplify tourist operations by having all information
available in one place.112 In 2018, Dubai’s Department of Tourism and Commerce Marketing
launched Tourism 2.0, a blockchain-enabled marketplace that connects potential buyers directly
to hotels and tour operators to boost Dubai’s tourism ambitions.113 Most of such initiatives were
instigated by public authorities. Additionally, incentives through vouchers issued and handled
via blockchain technology is an emergent topic in research and praxis. Issuing vouchers is a
means of implementing social welfare. There are security concerns about paper-based vouchers,
such as counterfeiting, reproducing, their low operating efficiency and so on, which can be
mediated via a DLT solutions.
One of the major goals in terms of tourism for the Ministry of EZK is to re-distribute tourists
across the Netherlands. The government wants to persuade tourists to come to the Netherlands
during the off-peak season and to go to less-visited regions.114 According to the latest figures,
in 2018 the Netherlands was visited by 18.8 million international overnight visitors.
In this context, blockchain-based incentives through vouchers can make an impact on creating
incentives for tourists to visit less visited cities and regions. Because there are already several
voucher-based solutions running via DLT, we present below a real-life use case from Shanghai.
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Real-life use case: Blockchain Coupons for Cultural Tourism (Shanghai)

In 2020, it the Culture and Tourism Bureau of the district Jing’an in Shanghai, China, issued
blockchain-based discount coupons using its WeChat mini-program. According to local news
sources from 2020, Chen Hong, the director of the Jing’an Cultural Tourism Bureau, said that
the COVID-19 pandemic has forced people to turn to online entertainment. To promote cultural
venues across the district, the tourism bureau decided to issue coupons that its residents could
redeem for book purchases, streaming services, cinema tickets, etc. The tourism bureau stated
that it decided to turn to blockchain technology because it allowed better control of the number
of coupons in circulation and ensures their validity. By employing blockchain technology, whose
development is heavily promoted by China’s central government, the district effectively did away
with paper-based vouchers. It was also highlighted, that blockchain technology enables the
bureau to gain a better understanding of the way people use and redeem the coupons.115

Ministry of DEF: Use cases
“Our socio-economic
activity is
increasingly digital.
We currently do not
have the public
infrastructure to
safeguard security,
robustness, privacy,
and other
requirements society
needs. […] Ledgers
and decentralized
trust systems are
currently the only
known paradigm to
address this issue,
however, they are
still immature.”
- Survey respondent

The Ministry of Defence (DEF) stands for peace and security in the Netherlands and elsewhere
and has responsibility for the armed forces.116 We could identify different reports, research, and
use cases of countries working on blockchain-driven military uses. Aerospace and defence
industry executives surveyed by Accenture in 2017 cited blockchain as one of the top emerging
technologies they wanted to promote to increase industry growth and efficiency. Research
highlights three kinds of main uses of this technology including:
•
•
•

Cyber defence and data integrity;
Supply chain management; and
Resilient communications.117

Other reports specifically highlight defence contractor management and operational
performance improvement for assets that go into service.118 Chinese military publications have
consistently proclaimed that blockchain technology will provide the People’s Liberation Army
(PLA) with an edge in intelligence, weapons lifecycle, personnel management, and information
warfare. Since 2018, a Russian Ministry of Defence research lab has been conducting research
on the military applications of blockchain technology, especially around developing intelligent
cyber defence systems.119 The U.S. Department of Defence in a recent report from 2020,
highlights potential use cases for cybersecurity, emergency decision making, efficiency of
defence logistics and supply chain, and procurement auditing.120 As not many already advanced
and specific use cases could be identified, we will present below a specific use case that not only
brings benefits for the Ministry of DEF but to all Ministries, namely public procurement via
blockchain technology. We focus on a specific real-life use case from South Korea.

Use case 13: Public procurement (in the military)
Public procurement has become one of the most discussed potential use cases for blockchain
technology application by governments. Blockchain is expected to hold strong promise against
corruption and inefficiencies.121 There are different potential applications of blockchain for public
procurement discussed in literature including for example integration of blockchain to track fullcycle procurement workflows to prevent record tampering; creating interoperable supplier
profiles across fragmented e-procurement systems to reduce asymmetry of information in
purchasing or pre-tender assessment; and “decentralise” bid evaluation to disincentivise bribery
and biased decision-making.122 Because of these possibilities and features of application of
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blockchain in procurement, there are also great opportunities for arms procurement as the
example from South Korea below shows.
Real-life use case: DAPA (South Korea)

In 2019, South Korea’s state Defence Acquisition Program Administration (DAPA) announced
that it is working with multiple other agencies for an interoperable blockchain system.
The South Korean arms procurement department wishes to create a more transparent and fairer
platform for military administration. The plan is to use blockchain in defence procurement to
track efficiently, easily and in an open way all the bidding processes, all the way from the receipt
of defence systems proposals to the evaluation of defence contracts. Ultimately, this solution
aims to reduce the risk of fraud because of the transparency that blockchain provides. The rise
of administrative efficiency is another objective as blockchain would implement one single
system between all involved parties.123

Ministry of VWS: Use cases
The main objective of the Ministry of Public Health, Welfare and Sport (VWS) is to monitor Dutch
public health and the surrounding actors in the ecosystem: hospitals, doctors, medicines,
pharmaceutical industry, infrastructure, health care costs, etc.124 DLT networks can potentially be
deployed for any type of data exchange and handling of healthcare-related data. This sector
shows especially high promise, as data privacy and security are in high demand due to the level
of sensitivity of healthcare data, be it personal patient data or data form medical trials.125 126 Most
use cases in this regard that can be identified are related to the medical industry and protecting
personal data, for which we will present two use cases below. It should be noted that most use
cases are driven by private health care industry actors while government supported projects are
still limited.

Use case 14: Drug supply management
“Blockchain can
bring benefits in all
areas where
logistics,
administration or
value chains must be
registered in a
secure manner.”
- Survey respondent

Research as highlighted that DLT systems can bring solutions to supply chain tracking, including
the drug supply chain of the pharmaceutical industry. There are various publications discussing
the usage of blockchain for securing the drug supply chain, mostly describing different possible
setups.127 Research highlights that the data related to the users of the system, suppliers,
manufacturers, distributors, pharmacies, hospitals, doctors, and patients can all be stored in the
blockchain-based system. Each user of the system is provided with client application based frontend where they can easily perform their transaction and communicate with the blockchain
network. Such systems can also support analytics and visualization of data combining blockchain
technology with for example machine learning.128 In this context, blockchain-enabled drug
supply chain tracking can support fighting counterfeit medication.
According to the Dutch Rijkinstituut voor Volksgezondheid en Milieu (RIVM), which investigates
numerous sorts of counterfeit medication on a yearly basis - the counterfeit industry is very
lucrative. Malicious actors mostly focus on cancer treatments, due to the high profit margins,
which was confirmed again in 2019, when RIVM discovered four counterfeit boxes of Avastin
(used to treat colon cancer). Via a new safety system, pharmacists discovered the malicious
drugs. Nevertheless, RIVM emphasizes that there is probably more counterfeit medication in
circulation.129
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Because of the benefits of blockchain solutions in this regard, there are already several
applications developed driven by mostly pharmaceutical companies. This includes for example
Merck’s SAP Pharma Blockchain POC App or Novartis’ PharmaLedger (launched in 2021).130
However, also governments have been involved in the development of solutions, which includes
for example the U.S. Food and Drug Administration (FDA). This use case is presented in more
detail below.
Real-life use case: FDA DSCSA Blockchain Interoperability Pilot (U.S.)

Using blockchain to track drug supply chains was piloted by the FDA in 2020, backed up by the
Drug Supply Chain Security Act (DSCSA), that had come into power in the U.S. in 2013. In a joint
project together with IBM, KPMG, Merck, and Walmart, blockchain was deployed to increase
pharmaceutical safety by allowing for rapid alerts between supply chain partners if a medication
recall were to occur, with granular identification of the impacted lot. Currently, this notification
process is highly manual and fragmented using various disparate systems, and thereby
increasing the response time and number of patients impacted by the recall. The pilot was
finalised in 2020, and the report highlights that blockchain technology can help to quickly identify
locations of recalled lots and notify relevant supply chain partners while eliminating unnecessary
communication and preventing valid products from being quarantined.131

Use case 15: Personal Health Records
“[In the] healthcare
sector is still a lot to
be gained from DLT
systems. It is
precisely the
cooperation and
coordination
between care
organizations to
realize value-driven
care where DLT
systems can have an
effect and impact.”
- Survey respondent

The most prominent and mature case for DLT implementation in the domain of healthcare is the
electronic personal health record (PHR).132 Electronic health records are comprised of digital
health-relevant information regarding a single individual and are intended to be shared between
different healthcare providers to continuously document treatment as well as having access to
treatment-relevant health information on the patient.133 The sharing of healthcare data is an
essential step towards making the healthcare system smarter and improving the quality of
healthcare service.134 Experts have highlighted, that blockchain-driven solutions could thereby
reinvent the way patient’s records are shared and stored by providing safer mechanisms for
health information exchange of medical data. The importance of protecting delicate personal
data, such as medical records, is commonly accepted. Yet, data leaks, human errors, miss
communication, hacks or other failures still occur. Hereby, personal data of patients being
vulnerable for malicious actors.
For example, in 2019 it was discovered how approximately 25,000 MRI scans of Dutch patients
were openly available online, due to lack of security and data storage management. The data
was stored on several servers, which weren’t protected with any passwords or other verifications.
Therefore, everyone could easily access the servers and navigate through the MRI scans.135
DLT could offer a solution, where smart contracts regulate access to the servers and certain files
while patients themselves could gain and grant access to their scans, acting as third party.
Because of these many application possibilities, there are already several healthcare-related use
cases deployed or being tested (see table below). We present in more detail one of the most
prominent cases: e-Health in Estonia.
Identified Healthcare real-life use cases

Where?

Status

e-Health

Estonia

In use since 2016136

Iryo

Slovenia

In use since 2016137

Medicalchain

Switzerland

In use since 2018138

https://www.leewayhertz.com/blockchain-in-pharma-supply-chain/
FDA DSCSA. (2020). Blockchain Interoperability Pilot Project Report. FDA. https://www.ibm.com/downloads/cas/9V2LRYG5
Find out more and additional resources via https://www.jmir.org/2021/4/e25094
133
https://doi.org/10.1007/s10916-016-0574-6
134
http://www.truevaluemetrics.org/DBpdfs/Technology/Blockchain/5-onc_blockchainchallenge_mitwhitepaper_copyrightupdated.pdf
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RTL Nieuws. (2019). “Medische scans van 25.000 Nederlanders op straat na lek.” https://www.rtlnieuws.nl/tech/artikel/4853596/medischescans-van-25000-nederlanders-op-straat-na-lek
136
https://e-estonia.com/solutions/healthcare/e-health-record/
137
https://iryo.network/#features
138
https://medicalchain.com
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Table 7: Real-life use cases for Blockchain-driven healthcare applications.139
Real-life use case: e-Health (Estonia)

In 2016, Estonia introduced e-Health, making it possible to integrate medical data on their (KSI)
private blockchain network. As a result, every Estonian has an e-Health record linked to their
digital identity (see also use case on e-Identity in Estonia above). Through e-Health, patients get
more insight into their medical records, and medical authorities can efficiently retrieve and
exchange data. In addition, doctors are allowed to prescribe e-prescriptions, thus avoiding
consultations for recurring prescriptions.140 The country already has most of its health records
stored on a distributed ledger and uses blockchain to handle all its healthcare billing. 99% of its
prescription information is stored digitally now.141

Ministry of SZW: Use cases
The Ministry of Social Affairs and Employment (SZW) guards the social wellbeing and spending,
employers’ rights, work opportunities while guarantying minimum wage, pensions, and social
welfare.142 In research, there have been use cases discussed where blockchain improves labour
condition and worker well-being related to features like auditing.143 Most notable we have
identified use cases related to social welfare services where DLT is supposed to have a positive
impact. For example, in March 2021, the European Commission launched, in cooperation with
the Italian Istituto Nazionale della Previdenza Sociale (INPS), a pilot project to explore by 2023
the feasibility of introducing a European Social Security Pass based on blockchain technology
with the aim to improve the portability of social security rights across borders in Europe.144 Below
we outline two distinctive use cases in this regard, i.e., automated payment infrastructures
running social benefit payments and the implementation of social welfare coins.

Use case 16: Welfare services and payments
There have been different cases in the Netherlands, where the payment of benefits has been
mishandled. For example, earlier this year RLT Nieuws discovered how 50% of immigrant workers
who applied for child benefits, wrongly received more benefits then needed – even when the
correct data on their family situation was available. According to the Sociale Verzekeringsbank
(SVB), which handles immigrants’ benefits applications – the tax agency is overpaying workers
since 2016.145
The lack of communication and interoperability of data is one of the bottlenecks for benefit
payments, which causes extra costs and mistakes. Correcting applications (updating of data,
invoicing wrong payments, etc.) can take several months and requires sending physical written
notices to the tax agency. In this regard, automated payment infrastructures based on DLT, smart
contracts, SSI and cross border interoperability can prevent wrongly paid social benefits.
Research already highlighted potential applicability of DLT for benefit payments. Especially
pension schemes have become focus of research in this context. Experts highlight that
blockchain technology can reduce the complicated layers of pension management and give
pensioners more control over their money. For example, by allowing the inclusion of
cryptocurrency as a pension portfolio investment, blockchain can create more accessible
retirement plans that appeal to younger people.146

Find more use cases via https://openledger.info/insights/blockchain-healthcare-use-cases/
https://e-estonia.com/e-health-estonian-digital-solutions-for-europe/
https://limechain.tech/blockchain-use-cases/blockchain-in-healthcare/
142
https://www.rijksoverheid.nl/ministeries/ministerie-van-sociale-zaken-en-werkgelegenheid
143
See for example https://digitalcommons.law.ggu.edu/cgi/viewcontent.cgi?article=1000&context=blockchain_law;
https://www.legalanalytics.law.cuhk.edu.hk/post/blockchain-s-potential-impact-on-work-and-employment or
https://reliefweb.int/report/world/how-humanitarian-blockchain-can-deliver-fair-labor-global-supply-chains
144
https://ec.europa.eu/social/main.jsp?catId=1545&langId=en
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RTL Nieuws. (2021a, February 27). Belastingdienst weer in de fout: veel te veel toeslag voor arbeidsmigranten.
https://www.rtlnieuws.nl/nieuws/artikel/5215947/belastingdienst-toeslagen-kindgebonden-budget-arbeidsmigranten
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Research from the UK pointed out the benefits of such a system and the Royal Mail has indicated
interest in employing a blockchain driven system for their pensioners.147 Another example is a
current proof of concept project by the Bangladesh Computer Council (BCC) with IBM to
develop a blockchain solution for primary school teachers’ e-pension system.148 In the
Netherlands, the Dutch pension provider APG is exploring multiple use cases for blockchain as
well (see more in the ecosystem context in the Netherlands section below).149

Use case 17: Social welfare coins
“[...] we see a lot of
added value in the
social domain
through special local
‘coins’ issued by
municipalities to
their citizens for
very specific uses.”
- Survey respondent

Issuing vouchers is a means of implementing social welfare in many countries and cities. There
are some security concerns about paper-based vouchers, such as counterfeiting, reproducing,
their low operating efficiency and so on (see also tourism voucher use case above). Research
already highlights that the application of blockchain technology and cryptography to build a
secure e-voucher system can solve various shortcomings of paper vouchers.150
In this regard, first projects have been announced. In 2018, Seoul City announced its plan to
launch S-Coin, which is supposed to be used in city-funded welfare programs.151 There are also
various other cities exploring opportunities for “Social Digital Currencies” (see also CBDC use
case above), which can be seen as vouchers or other digital currencies to be used for various
purposes.152 In the Netherlands, Stadjerspas, a fully operable service to provide discounted
services to low-income citizens of the Municipality of Groningen using a blockchain infrastructure
since 2016 (see more in the ecosystem context in the Netherlands section below).153 We discuss
in more detail one of these real-life use cases below, namely GovCoin from the UK.
Real-life use case: GovCoin (UK)

The start-up, Govcoin, has been working with the Department for Work and Pensions (DWP)
since early 2016 to develop a blockchain solution for welfare payments.154 The GovCoinpowered mobile application is supposed to allow individuals on welfare support to use
transferred monetary amounts to cover grocery, rent, maintenance and other daily expenses.
Interestingly, GovCoin's app circumvents private and public banks. Occasionally, such banks can
hold, and effectively block, the money for long periods, thereby depriving welfare seekers of
their much-needed cash. It has been highlighted, that DLT can also monitor where exactly the
money handed out is being spent. Some experts have raised privacy concerns. Welfare
campaigners have argued that this scheme will see the DWP spying on what users are spending
their money on. This is a claim that the DWP has dismissed saying that the capturing of data will
be anonymised without spending restrictions. However, if anonymised, it is unclear to see how
this technology will support ‘unidentified’ claimants in the management of their spending.
Notwithstanding, a report by the BBC claims that a departed member of the Government Digital
Service sees the possibility that in the future the government could then use the technology to
force people to spend benefits only on certain things to make sure, for instance that pensioners
spent their winter fuel allowance on their energy bills.155

Ministry of OCW: Use cases
The Ministry Education, Culture and Science (OCW) is responsible for education, culture, and
science and aims to create a smart, skilled and creative environment in the Netherlands.156 The
responsibilities of the Ministry of OCW are spread across various actors and different services
and topics related to schools and education, science, and research as well as culture and media.
https://www.longfinance.net/media/documents/Smart_Ledgers_And_CDC_Pensions.pdf
https://www.ibm.com/blogs/blockchain/2020/06/how-blockchain-can-transform-a-teachers-pension-system/
https://joinup.ec.europa.eu/sites/default/files/document/2019-04/JRC115049%20blockchain%20for%20digital%20government.pdf
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Most potential use cases identified in this regard could improve the educational sector and
scientific research.157 We discuss two use cases in more detail below.

Use case 18: Subsidies
In February 2021, the Ministry of OCW’s subsidy proposal of 8,5 billion euro to improve the
Dutch National Education Program, was accepted. The subsidy aims to improve the overall
Dutch education and compensate the learning gaps caused due to the pandemic.158 The
subsidies will be spread over several years, divided among different schools and higher
education institutions, which could cause errors due to the many actors involved.159 Applying for
these subsidies is also time-consuming and can lead to bottlenecks, human errors, and overall
slow registration.
Research has shown, that DLT, smart contracts and SSI can offer an easier approach to apply,
confirm and pay-out subsidies (see also the use case on grant payments above). This is also the
case for the education sector where specific benefits can be identified. First, subsidies are
partially based on the number of students per school, which can be easily transferred and
validated via a smart contract and SSI. If schools keep track of their students via SSI (conformed
when they registered at a certain school), then schools can share their number of students via a
smart contract. Second, DLT can offer a secure network to share their subsidy applications, and
handle payment settlements via smart contracts. This could automate some steps and increase
efficiency for all parties involved.160 There are not many real-life use case yet but such systems
are currently being explored. For example, with funding from Innovation Edge and UNICEF, the
start-up Amply tested in 2017 a blockchain system to replace an existing paper-based system to
register children for government funded pre-school subsidies in South Africa.161

Use case 19: Digital diplomas
“In the field of
education, I see
numerous positive
possibilities
regarding DLT for
diploma cases”
- Survey respondent

In the last few years, digital diplomas have become the foremost examples of how blockchain
can be used in education. This is due to the inherent permanence, convenience, and security
associated with blockchain, using this technology to store and share academic credentials,
particularly diplomas. There are a handful of state-funded digital credential initiatives, such as
EBSILUX in Luxembourg162, the Education Blockchain Initiative, funded by the U.S. Department
of Education163 and LegitDoc in India164. There are also private collaborative initiatives (such as
Sony Global Education19, ODEM20, IBM’s Learning Credential Network21) that range between
being in nascent stages to piloting stages.165 On a national-level, we found that Malta is the first
country to have introduced blockchain-driven diplomas, and we present more details below.
Also in the Netherlands, digital credentials via blockchain systems are explored via the
EduBadges project (see more in the ecosystem context in the Netherlands section below).166
Especially, in an international context blockchain-driven academic credentials are being
discussed. The issuance, management, translation, foreign validation, and verification of
diplomas is a substantial issue internationally. Often, when attempting to present a university
diploma abroad for employment or secondary education, an original version or a certified copy
must be presented physically. When diplomas are lost or stolen, re-issuance may even be
impossible. All these issues cost significant amounts of both time and money for individuals. In
this context, SSI promotes the issuance of digital verifiable credentials that are portable, do not
need translation, follow international standards, and can be cryptographically verified in real
A study from 2017 called “Blockchain in Education” by the JRC identified 8 scenarios where blockchain can impact education ranging from
secure certificates, multi-step accreditation, transfer of credits, lifelong learning passport, IP, payments from students, student funding, and
SSI. See more via https://www.pedocs.de/volltexte/2018/15013/pdf/Grech_Camilleri_2017_Blockchain_in_Education.pdf
158
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https://www.connectingup.org/sites/default/files/ch/ch/Socialsuite%20Deck%20-%20IXO.pdf
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https://researchluxembourg.lu/2021/07/29/blockchain-luxembourg-to-create-a-wallet-for-digital-diplomas/
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https://finance.yahoo.com/news/india-launches-world-largest-blockchain115401567.html?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAAISrhyQvZ9B14i0j_EBWWpi
67rqgxlUMJDYbIVr8hXS57Z8kJ2ae0CAwEleU3r32K42TQtDXASYjUVJfHnOaSXmwnR4f8Cv6byV4z0ZbB8yv67djZoAt43DU2JxPq2nlMP0r0MSfR
8zm8H-iud-MhgAYAcx5bACfcFGRmPd570vn
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https://www.computable.nl/artikel/nieuws/digital-transformation/6773213/250449/duo-wil-onderwijs-innoveren-met-blockchain.html
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time. The digital credentials can be digitally issued and signed in real time. Even more, students’
academic histories can be digitized, with the cryptographic proofs stored via the blockchain, and
smart contracts could be developed to generate automatic diplomas signed by the issuers after
graduation.167 On the European-level, solutions are being developed. For example, within the
European Blockchain Services Infrastructure project, diplomas are one of the four case studies
being investigated.168 As part of its initiative ‘Secure Digital Education Spaces’, the German
Federal Government is involved with the work with selected partners from education, within the
framework of the EU project ‘Europass’. This also includes the pilot testing of ‘digitally signed
credentials’, for end-to-end digitally verified certificates of competence and work-performance
references via Blockchain.169
Real-life use case: Blockchain Records Platform (Malta)

Malta is the first country to have launched a blockchain initiative which will see it issue notarised
blockchain certificates to complement paper certificates for professional and informal education
based on their Blockchain Records Platform. After completing a national pilot of Blockcerts
blockchain credentials in 2019, the Republic of Malta and Learning Machine Technologies jointly
announced that the Maltese Ministry for Education and Employment has begun a multi-year
rollout of Blockcerts to all Maltese educational institutions. Academic credentials like diplomas,
school leaving certificates and transcripts will be issued to Maltese students in an internationally
portable, instantly verifiable digital format. Educational institutions will also continue to receive
official accreditation certificates on the blockchain for instant verification of status. Blockcerts is
the most widely used global open standard for blockchain credentials. Developed by the MIT
Media Lab and Learning Machine, Blockcerts allows recipients to own, access and verify their
credentials without paying ongoing fees or relying on a particular software vendor’s platform.
Blockcerts is also compatible with multiple blockchains, giving governments flexibility to use the
public, permissioned or private networks of their choosing.

Ministry of I&W: Use cases
The Ministry of Infrastructure and Water Management (I&W)’s role is to maintain infrastructure
and water management in the Netherlands. The responsibilities include the creation of an
efficient network of roads, railways, waterways and airways, effective water management to
protect against flooding, and improved air and water quality.170 DLT can offer numerous solutions
regarding the responsibilities for the Ministry of I&W. For example, research has already
highlighted potential applicability for:
•
•
•
•
•

Resilience strategy for flood risk using blockchain tools;171
Blockchain solutions for the circular economy;172 and
Aerospace technologies such as autonomous drones, etc.173
There are already several private company solutions around mobility including shared
mobility solutions,174 and Mobility-as-a-Service solutions175.
And, studies have highlighted the potential positive impact of DLT solutions on fighting
climate change, biodiversity, healthy oceans, clean air, etc.176

https://publications.iadb.org/publications/english/document/Self-Sovereign-Identity-The-Future-of-Identity-Self-Sovereignity-Digital-Walletsand-Blockchain.pdf
168
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/EBSI
169
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We therefore decided to present the use case of how DLT can be applied in the energy sector
in more detail here. It should be noted that the energy sector and energy transition fall under
the responsibility of Ministry of EZK and other Ministries in parts as well.

Use case 20: Energy
“I see possible
applications in
decentralized value
transfer in, for
example, the energy
sector (decentralized
energy generation
or decentralized
energy storage) and
in the (future) trade
in CO2 rights.”
- Survey respondent

Now, many use cases for DLT in energy and sustainability are often less recognized then use
cases in other sectors. Still there are already many research studies and projects underway with
very different foci. Different public agencies already recognized potential benefits. For example,
the German BMWi (Federal Ministry for Economic Affairs and Energy) claims that blockchain
technologies have the potential to improve the efficiency of current energy practices and
processes, can accelerate the development of IoT platforms and digital applications and can
provide innovation in p2p energy trading and decentralised generation. In addition, they report
that blockchain technologies have the potential to significantly improve current practices of
energy enterprises and utility companies by improving internal processes, customer services and
costs.177 There are currently several projects and investigations happening in Germany led by
the BMWi.178

“We see a lot of
added value in
tokenized ownership
within cooperatives,
where citizens in
each city or region
jointly own solar
parks, energy
generators, waste
processors and
water facilities.”
- Survey respondent

Real-life use case: Verv’s VLUX tokens (UK)

It needs to be pointed out that most use cases in the energy sector are led by the private industry
and start-ups. Recent research mapped more than 140 projects and start-ups, which range from
emerging p2p energy trading and Internet of Things (IoT) applications, to decentralised
marketplaces, electric vehicle charging and e-mobility.179 The World Economic Forum, Stanford
Woods Institute for the Environment, and PwC released a joint report identifying more than 65
existing and emerging blockchain use cases for the environment. These use cases include new
business models for energy markets, real-time data management, and moving carbon credits or
renewable energy certificates onto the blockchain.180 While many DLT solutions aim to make
energy supply more efficient and secure, we found that use cases related to energy trading and
sharing solution promise the most public value benefits. For example, residents of Perth who
generate electricity using roof-top solar panels and have excess energy can sell this directly to
their neighbours using a blockchain-based solution (and therefore are incentivised to install solar
panels). The owners of excess energy can sell their surplus to their neighbours for less than the
uniform tariff but more than they would get from selling it to their retailer.181 Another interesting
example could be identified in the UK, which we outline in more detail below.

United Kingdom-based Verv start-up offers users in social housing a smart hub to monitor their
energy usage, reduce it accordingly, and sell any renewable-generated excess. Verv is unusual
for its focus on social housing, which is often considered a credit risk. It’s difficult for low-income
residents to get funding to install solar panels. However, these residents who often have to
prepay for the energy they’ll use and, if they exhaust the credit, lose their electricity could benefit
from the cost-saving and potentially income-generating implementation of solar panels. The p2p
network for trade of energy using blockchain has been completed in 2018 at a social housing
project in the UK. Verv worked with Repowering, a non-profit organization that facilitates the
coproduction of community housing, to install solar panels. Verv also installed hubs in 40
participating flats within the community to enable residents to benefit directly from green energy
as they lower their energy bills. When the panels generate excess energy, that energy is sold
safely and securely through Verv’s VLUX token on its p2p blockchain platform, which uses
Ethereum. The start-up argues, that the trading platform both incentivizes the use of renewable
energy and allows low-income households to benefit from their generated assets and therefore
promotes social equity. Currently, there are about 1,500 Verv hub users, with more than 150
participating in live energy trading trials. The number of hub users is projected to reach up to
10,000 in the next year.182

https://www.sciencedirect.com/science/article/pii/S1364032118307184
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Ministry of LNV: Use cases
The Ministry of Ministry of Agriculture, Nature and Food Quality (LNV) is responsible to ensure
good prospects for the Dutch farming, horticulture and fishing sectors. The focus of the Ministry
is to ensure the production of safe, affordable, and good-quality food in the Netherlands.183
Within the topics of the Ministry of LNV fall many possible application patterns, which include
for example different registries that could benefit from a shared decentralized infrastructure or
different licences and labels administered by the Ministry. In this context, we describe the
identified most discussed use case related to benefits of DLT application in literature for further
analysis below, namely food quality and safety.

Use case 21: Food supply chain management
“[...] there are all
kinds of use cases
imaginable that can
contribute to solving
world problems think of solving
problems of food
supply or energy
policy, where DLT
makes whole new
(business) models
possible.”
- Survey respondent

In recent years there have been various scandals involving fraudulent food. Based on the most
recent report from NVWA, in 2016 10,000 businesses were non-compliant to food safety
standards. In addition, 0.6% of the food samples tested did not meet the microbiological
criteria.184 Recent research has found that the food system in the Netherlands is vulnerable to
emerging food safety risks, according to the Dutch Safety Board. After the discovery of fipronil
in eggs in 2017, the Board investigated how emerging risks to food safety are detected and
assessed. It found there is no structured approach to detecting and assessing such risks, so they
are not always identified or discovered too late.185
One of the main issues to create food safety as identified by different stakeholders is inefficient
tracking in food production. For example, traditional food supply methods make tracing the
origin of the contamination or diseases for animals difficult and time consuming. Blockchain is
currently being championed as a solution by many experts.186 187 In this context blockchain can
digitize secure transactions at every point along the food supply chain, viewable directly by those
with access to that blockchain ledger.188 A smart contract can reduce the number of
intermediaries, which can reduce transaction costs, improve margins, and increase efficiency,
and as a result, transfer a larger share of profits to the farmer/producer.189
The application of DLT is in research specifically linked to the development of Internet of Things
(IoT). IoT provides solutions to overseeing environmental conditions, product quality, and
product traceability for food.190 Next to supply chain tracing, blockchain solutions could further
support and enable processing of payments more quickly, licences and distribution of digital
coupons for buying food or prevention of mislabelling of food.191 192 Experts have pointed out
that it is unlikely that governments will have the capacity to mandate the use of blockchain in
this area because even the minimum economic impacts of such a mandate on businesses could
be damaging. Because of this, available technological solutions appear to be producer or
industry-led, rather than government-led. Still governments can give the right incentives and
advocate for new industry-driven solutions and try to harmonise on-going developments.
In the Netherlands, most advances are being made in relation to fright transport. For example,
the Municipality of Rotterdam and the Port of Rotterdam Authority have jointly launched a field
lab for the development of concrete applications and solutions based on blockchain technology
in relation to energy and logistics called BlockLab.193 Another example is the TKI Dinalog project,
https://www.government.nl/ministries/ministry-of-agriculture-nature-and-food-quality
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and remote farms; user-friendliness, and access to, availability of, and support for user training; and suitability, reliability, and fit for purpose of
the technology. See https://www.theregreview.org/2020/12/28/lindley-graycar-regulating-food-supply-chain-blockchain/
193
https://www.blocklab.nl/about/
183
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a joint project of ABN AMRO, Delft University and 14 other partners in the Netherlands launched
in 2016194 (see more in the ecosystem context in the Netherlands section below).195 Because of
the potential benefits and the many use cases that exist, we present below a real-life case study
in this regard, namely the IBM Food Trust platform and its collaboration with Walmart.
Real-life use case: IBM Food Trust and Walmart (U.S.)

In the late 2016, it was first reported that Walmart was trial testing a service it developed with
IBM Food Trust to monitor produce in the U.S. Today, Walmart tracks over 500 food items using
blockchain, and in 2020, was able to provide FDA investigators in the U.S. with detailed
information on the original source of a potential contamination within an hour, a reduction from
the seven days that this process used to take. In 2021, Walmart arranged with U.S. Customs and
Border Protection to pilot a program to track imported foods.196 The blockchain-based solution,
allows to view details of food products including information about the farm, factory, batch
number, storage temperature and shipping on blockchain. These details help assess the
authenticity of products, and the expiry date. In the case of food contamination, it is possible to
pinpoint the products to recall. If an item in a store of Walmart is found to be spoiled or the
source of a product is shown to be compromised, the system acts proactively. RFID tags, sensors,
and barcodes, which are already widely used across many supply chains, provide the relevant
data.197

https://www.abnamro.com/en/news/logistics-sector-gets-to-grips-with-blockchain-technology
And there are already several IT companies who have made different blockchain platforms or solutions to the food industry. A few examples
include Food Trust and Watson platforms by IBM, Track and Trace, and Leonardo platforms by SAP, Track and Trace, and Internet of Things
solutions by Oracle.
196
https://www.natlawreview.com/article/fast-track-using-blockchain-to-trace-products-through-supply-chain
197
https://www.researchgate.net/publication/349942239_Blockchain%27s_roles_in_meeting_key_supply_chain_objectives
194
195
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DLT APPLICATION AND ITS PUBLIC
VALUE
How can the technology be applied in the
public sector? What applications are most
mature? What is the public value? And
how can the government have an impact?
In this section, we summarize the findings from the above identified and described use cases by
highlighting the similarities and differences. This can help to understand, what possible
application patterns are relevant for the public sector and can help make assessments in the
future. Further we outline specifically the public value impact of DLT application and what impact
the government can have in strengthening public value through the development of DLT
applications.
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A new decision-making matrix
“I see the choice for
maximum utilization
of decentralized
systems as a longterm strategic choice
of the government
[...] I see it as a
system change,
which in addition to
time requires
education,
leadership and the
facilitation of a large
number of pilot
projects to enable
those involved to
become familiar with
the change at the
very core of the
economy and
society.”
- Survey respondent

Experts highlight that from the viewpoints of both security and complexity, the current approach
of multiple centralized information silos being used by the government is not sustainable in the
long run.198 Currently, most governments try to collect and copy information/data, which is then
prone to errors, results in unsustainable systems and, not infrequently, creates undesirable
results.199 This means that new solutions need to be found in the future, where blockchain could
be one. Whether blockchain is a viable solution needs to be assessed with care on a case-bycase basis, as the public value and applicability arise from each individual use case as
demonstrated above.
IF AND HOW BLOCKCHAIN SHOULD BE ADOPTED ARE QUESTIONS, THAT NEED TO BE
DECIDED BY THE GOVERNMENT AND CAN LEAD TO CRUCIAL SYSTEM CHANGES IN THE
GOVERNMENT AND THE PUBLIC SECTOR.
DLT cannot replace all existing information systems in the public sector.200 Which applications in
which use cases should be adopted is a strategic decision and depends on several factors.
Therefore, an informed decision-making process needs to be established. We suggest to
systematically account for the steps to take to identify the use cases that are most relevant and
applicable in the Dutch context and the different factors that drive or hinder the adoption and
implementation of blockchain by the Dutch government. For this we developed a new decisionmaking matrix using the presented insights from the case study research and the innovation
adoption framework (see figure). The decision–making matrix aims to support through these
steps the government in:
•
•
•

identifying opportunities,
making strategic choices, and
making informed decisions,

in regards to adoption and implementation of DLT.

Opportunities & Barriers

Adoption approach
Public value assessment
USE CASE?

Problemdriven

Opportunity
-driven

Application
pattern choice

Maturity

Democratic
values

Public
integrity

Collaboration

Efficiency

Government impact
strategy
Roles

Stages of
impact

Direct vs.
indirect

Partners

Organisational
context

Societal
context

Technological
context

Ecosystem context

Experts

Figure 3: Decision-making matrix for DLT adoption by the public sector.

https://unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperBlockchain.pdf
https://unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperBlockchain.pdf
200
https://unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperBlockchain.pdf
198
199
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Adoption approach
For decision-making in DLT adoption it is necessary to identify possible use cases for adoption.
As highlighted in the use cases described above, we can find there are two ways to do so. This
includes:
a)

b)

A PROBLEM-DRIVEN APPROACH
A problem-driven approach means to look for current problems that come out of existing
information systems used in the government. We outlined several problems identified
related to different Ministries in the Netherlands, from food risks to discriminatory taxation
that have been identified in recent years and described how these issues could be solved
with blockchain-driven solutions. Most famously the Estonian government, which is now
considered world-wide leading in blockchain implementation, was the first country in the
world to experience a nationwide cyber-attack in 2007. Because of this, the government
decided to completely re-think the country’s digital infrastructure which in turn brought
blockchain into the government’s systems.201
AN OPPORTUNITY DRIVEN APPROACH
This approach means, that we are not only looking at current problems but also at
opportunities for the future. While current systems might work satisfactory (enough),
identifying the weaknesses and how these could be improved can help to identify possible
use cases for the government in the future.

Application pattern choice
Further, it needs to be assessed what applications of blockchain and which functionalities are
needed to create a working solution. As discussed in the previous section, features of DLT
application in the public sector vary by each use case. However, it should also be pointed out
that applications are not limited to the above-described use cases. While the applications are all
specific, yet certain patterns can be discerned which we call application patterns.202 Identifying
these patterns can help to further recognise additional use cases in the public sector. The
identified application patterns generalize specific applications by bringing together recurring
technological attributes on the one hand and services offered in the public sector that can be
encountered on the other (see table below).
Description of blockchain-driven application

SSI

Blockchain-driven government-issued electronic IDs
containing certified self-sovereign identity credentials (SSI)
including identification for citizens, companies, organisations,
products, etc.

(Public) registries

Storing reference data held for registries of the government in
a distributed database. Dynamic databases can update
automatically as assets are exchanged. Smart contract
applications using sets of conditions held by the government
can trigger automated, self-executing actions through the
registry when conditions are.

Exemplary use cases

3

Government-issued digital
identities

4

Land title registry

15

Personal Health Records

16

Welfare services and
payments

5

International aid

Automated payment
infrastructures

Payments via a blockchain-driven data system from or to the
government with possibilities for digital wallets to store both
identity credentials and digital money allowing for real-time
and efficient verification, delivery of cash transfers, and full
traceability of the usage of transfers leveraged by smart
contracts that only allow spending for conditioned purposes.

Compliance /
reporting

A decentralized data system, that creates a proactive and
transparent communication line between organizations /
individuals and governmental bodies / agencies enabling
shared access to reports and integrity of the data for
reporting.

6

Government assets and
spending

Digital money

Digital money includes cryptocurrency, virtual currency and
central bank digital currency (CBDC), which can be recorded
on a distributed database on the internet, a centralized
electronic computer database owned by a company or bank,
within digital files or even on a stored-value card.

8

Central bank digital
currency (CBDC)

https://coincloud.medium.com/crypto-center-stage-how-estonia-is-thriving-with-blockchain-54dfb528aa53
The here-grouped application patterns of DLT application in the public sector is based on the findings of a study by McKinsey, which has
been complemented with additional desk research findings. Source: https://www.mckinsey.com/business-functions/mckinsey-digital/ourinsights/blockchain-beyond-the-hype-what-is-the-strategic-business-value#
201
202
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Value chain tracking

“[Added value
through DLT] is
created by devising
new combinations of
solutions across
domain boundaries.
[…] A combi-think
tank will probably
be able to surprise
many more through
new solutions!”
- Survey respondent

Putting reference data of a dynamic database of the value
chain of public sectors on a decentralized system enabling
tracking of assets while they are exchanged, access to
information along the value chain and the government access
to updates as assets are exchanged in real-time.

Issuing of certificates /
verifiable documents

Blockchain-driven issuing of certificates and other verifiable
documents (e.g. licences, permits) via digital validity tokens
that are allocated to such documents, in order to verify them
digitally through ‘digital credentials’. The use of electronic
seals can guarantee the provenance and confidentiality of the
data.

Voucher /coin
incentives

Tokens via the blockchain given by the government become
digital vouchers or coins that can be used to redeem cash,
goods, and services.

Public procurement

Built from the blockchain data structure and smart contracts a
decentralised system of interaction between the government,
the bidders and the citizens interested in the contracting
process, where each one can use and participate in the
network, streamlining the stages of the process, allowing
access, data control, and enabling evaluation and
adjudication.

Grant management

Blockchain technology eliminating the need for the
approvement of its transactions legibility by the third party or
authority in grant management processes having the
capability to provide the government as grant-giver to
approve reliability and quality of grant-receiver project reports
published on the blockchain system through personalized
donor signature.

Other combined
application patterns

It needs to be noted that application patterns are not averse
to being split or combined. This is also the case for the
application patterns above. A given use case can belong to
multiple application patterns (e.g. automated payment for a
licence issued by the government; grant payments related to
compliance; or a public registry can be accessed through an
SSI) and specific use cases cannot be grouped into single
application patterns, like the exemplary use cases listed here.

21

14

Food supply chain
management
Drug supply management

19

Digital diplomas

12

Tourism vouchers

17

Social welfare coins

13

Public procurement in the
military

11

Financial aid – grants and
funding management

18

Other subsidies

1

Digital infrastructure

2

E-voting

7

Taxation

20

Energy

9

Natural disasters

10

Immigration

Table 8: Application patterns in the public sector based on technological features and public
services offered by the government.
Assessing possible applications in the public sector

Due to the diverse levels of application possibilities and application patterns as shown above,
there is no clear consensus in which public sectors and which application patterns of DLT show
the most benefits. Further, it needs to be highlighted that each individual application pattern
could also be implemented by centralized systems. Therefore, the specific attributes and
applicability of DLT for use cases need to be assessed with care. We suggest that a good
indication to identify the most promising public sector applications is the maturity of the
application by use case. We assessed the maturity level of the above-discussed use cases by
comparing the technology readiness level and the number of countries/regions working on such
blockchain solutions (see figure).
There are four major groups:
•
•

•

•
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First, un-identified or novel use cases, which are not mapped above.
Second, use cases in early-stage development. This includes for example government
subsidies, and grant and funding management. For these use cases research can often be
found and first research by governments but not many specific applied use cases yet.
Third, tested use cases lacking evidence. These have been tested and implemented by at
least one or a few governments but haven’t been adapted across many different
governments yet and therefore not much evidence is available. This includes for example
immigration or taxation.
Finally, advanced use cases with many different governments investigating blockchain for
solutions or are already running blockchain systems for a longer time. Most notable are
CBDCs, land registries and solutions for the energy sector.

4

Land title registry

5

International aid

6

Government assets and spending

7

Taxation

8

CBDC

9

Natural disasters

10

Immigration

11

Grants and funding management

12

Tourism vouchers

13

Public procurement in the military

14

Drug supply management

15

Personal Health Records

16

Welfare services and payments

17

Social welfare coins

18

Subsidies

19

Digital diplomas

20

Energy

21

Food supply chain management

8

20

Advanced use cases
tested and implemented
by different
governments

4

14

Many

Digital identities

21

19
12

Some

E-voting

3

Tested and Implemented
uses cases by few
governments

Use cases in early stage
development without
many governments
running trials

7

15

3

17

5

2

11

Few

Digital infrastructure

2

Proliferation of use cases in different countries / regions

1

Maturity assessment based on desk research

A lot

Exemplary use cases (see also above)

9

13

16
10

6

1

18

Research stage

PoC

Trial stage

(partly) in operation

Technology readiness of DLT use case

Figure 4. Maturity assessment of use cases of DLT in the public sector.203
DLT application assessment: survey findings

Another indication to identify and assess the possibly most promising public sector applications
for blockchain solutions are expert opinions. Based on our survey (see figure below), experts in
the Netherlands identified, that the implementation of DLT could have the highest positive
impact on the following public sectors / domains:
•
•
•
•
•
•

FOOD SAFETY
TRANSPORT
SOCIAL AFFAIRS
ENERGY
TAXATION
CIVIL SERVICES AND PUBLIC ADMINISTRATION

With more than 60% of experts rating the positive impact in these domains as high or very high.
Food safety has been identified as the most positively impacted public sector by blockchain with
79% of experts rating the impact high or very high.

The assessment of maturity made by the authors is based on desk research and the findings as presented in the previous section. It needs to
be acknowledged that not all existing real-life use cases and trials in different countries have been identified for the research due to language
accessibility restrictions (the research was made in English) and because not all DLT use cases are being made public. However, based on the
available information through desk research, a first assessment can give valuable insights.
203
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FORESTRY

11%

FISHERIES

16%

33%

29%

8% 11%

29%

36%

FOOD SAFETY

6%3%

AGRICULTURE

9% 11%

LAND/WATER MANAGEMENT
SPATIAL PLANNING

15%

HOUSING

CULTURE

35%

34%

32%

10% 9%

38%
27%

EMPLOYMENT

12% 13%

28%

SOCIAL AFFAIRS

8% 6%
9% 12%

DEFENCE
TOURISM

FOREIGN AFFAIRS

“Blockchain can
*not* remove the
mistrust in
government that is
naturally present in
some government
domains. Blockchain
can at most shift
mistrust. The design
is, as always with
new technologies,
extremely
important..”
- Survey respondent

18%

38%

30%

26%
26%
19%

6%4%
7% 6%
12% 11%
16%

13%

18%

42%

11%

45%

14%
45%

7% 7%

12%

7%
23%

32%

43%

ELECTIONS

CIVIL SERVICE AND PUBLIC ADMINISTRATION

23%

35%

TAXES

28%
20%

30%

17%

ENERGY

19%

36%

12% 13%
15%

18%
6%

42%

25%

18%

22%

31%

17%

8% 12%

HEALTH, WELFARE AND SPORT

“I believe that a
technology itself,
without
corresponding
institutional
transformation, can
achieve nothing, or
can even be
detrimental. If public
sector institutions
and/or procedures
need to change, this
change should be
defined from the
perspective of
societal needs,
issues, problems,
costs and benefits,
and not from the
perspective of new
technical capacities.”
- Survey respondent

32%

EDUCATION

42%

37%

27%

7% 6%

13%

21%

13%
9% 9%

17%

37%

10% 9%

TRANSPORT
COMMUNICATION AND MEDIA

12%

11%

15%
29%
24%
15%
5%
29%
30%

26%

37%
19%
45%

7%
28%

Figure 5: Expert survey findings (n=140 respondents) for the assessment of the positive impact
of blockchain solutions on public policy domains (rating from low to very high).

Public value assessment
A major driving factor for decision-making in the government should be the assessment of
possible public value. While it is important to be able to assess blockchain application in the
public sector through applicability, maturity and expert opinions, the driving force of public
decision making should be based on assessing the potential public value. And a lot of experts
highlight blockchain has the potential to impact the public sector in many ways through its
potential public value benefits.204 To understand the potential public values and the limitations,
we have grouped205 and discuss below the most discussed public value benefits as identified in
literature. We include the discussed case studies to exemplify the impact on public value in more
detail (more information about the case studies can be found above). Additionally, we discuss
identified barriers that DLT adoption in the public sector can pose. The main public values
identified are:
•
•
•
•

DEMOCRATIC VALUES
PUBLIC INTEGRITY
COLLABORATION WITHIN AND OUTSIDE GOVERNMENT, AND
GOVERNMENT EFFICIENCY

Democratic values
Blockchain has been coined as a democratic technology. Decentralized consensus mechanisms, distributed
trust, and unbiased transactional verification mechanisms can:
•
•
•

Create trust in governmental services;
Enable more inclusive participation in government processes by giving more control to citizens (e.g.
blockchain driven taxation and ISS), and eliminating prejudices against minorities in processes; and
Make governments’ data and processes more transparent (e.g. by making public procurement more
transparent).

However, experts also associate risks with transparency and the abilities of eGovernment services to be
inclusive (see figure below).

See the Basisboek Blockchain (a Blockchain primer) by Chhay Lin Lim and Arthur Janse from 2019 for a complete picture of Blockchain
philosophy, technology and many other related issues around Blockchain.
(https://www.managementboek.nl/boek/9789090321912/blockchain-basisboek-chhay-lin-lim)
205
The here-grouped potential public value benefits and identified barriers are based on the findings of two major reports and gaps have been
filled with additional desk research findings. Sources:
https://www.researchgate.net/publication/320619389_Risks_and_opportunities_for_systems_using_blockchain_and_smart_contracts and
https://www.bmvi.de/SharedDocs/EN/Documents/DG/blockchain-opportunities-and-challenges.pdf?__blob=publicationFile
204
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• (Public registries)
hosted on permanent,
unalterable records

• Public procurement
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Exemplary use cases / applications:

Through DLT, the transaction ledger is open to
viewing and transactional verification mechanisms
enable unbiased transactions. This creates
transperancy, gives participants more control and
eliminates prejudices against minorities through
intermediaries.

Strenghtening
of democratic
values

• E-voting
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•

SSI: Blockchain-driven
government-issued
electronic IDs

Taxation: e.g. by allowing
taxpayers to upload
electronic invoices to a
reporting system which
gives a full overview of
transaction history

n

Giving away agency of data hold by the
government comes with risks. For example,
inadvertent release of (confidential) data and
un-checked data might lead to privacy
infringements and could lead to misuse or
misinterpretation.

Fundamental to the usage of
governmental services by citizens is the
need of internet and device access.
Therefore, decentralised systems could
exclude citizens without access.

Public integrity
DLT can host permanent and immutable records that can increase accountability, and security for the public
sector. This leads to concrete benefits for public integrity by:
•
•
•

Making services in the public sector more secure and reliable (preventing fraud and corruption);
Increasing accessibility to services by making them confidential and focussed on privacy; and
Allowing interaction without potentially failure of intermediation.

However, it is also discussed that DLT is often less adaptable and certain security concerns arise (see below).

• Central bank digital
currencies (CBDC)
• Issuing of certificates,
licenses, official
documents

Exemplary use cases / applications:

SECURITY & LIABILITY
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Exemplary use cases / applications:

DLT can host permanent and immutable records that can
increase accountability and security for the public domain
without intermediation. The use of electronic seals can
guarantee the provenance and confidentiality of data,
which is needed in many public sectors.
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“I see opportunities
for DLT in all
transactions where a
verifiable and secure
exchange of data is
important. In
principle, this means
that transactions can
improve
(notwithstanding
problems in
implementation) and
that the government
can function better
and more
efficiently.”
- Survey respondent
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The biggest security challenge involves the
loss of private keys. To get around the problem
intermediaries would need to be installed,
which in turn makes the system less secure.
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The immutability of e.g. blockchain ledgers may
make them less adaptable than conventional
technologies controlled by trusted third party
organisations. Immutability can be a strong asset to
proof transactions, but also limits the flexibility of
data stored on the network.

Collaboration within and outside government
DLT could offer a solution to current closed of data environments by enabling a shared and interoperable
network on which actors can easily share (meta) data in a secure, transparent, and immutable manner.
Standardization through such systems between actors also enables interoperability and e.g., cross-border
solutions. Collaboration still needs agreement of many stakeholders leading to bureaucracy. A minimum
number of organisations using new systems is needed to make these operational (see figure below).
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Exemplary use cases / applications:

Most government and public services, institutions and
related actors handle their data in data silos. DLT
enables a shared network and standardization
between actors also across borders through proactive
and transparent communication lines.

Exemplary use cases / applications:
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“Blockchain
technology has
added value
especially where the
authenticity of data
(e.g decisions) and
the way in which
they were produced
are important. This is
especially important
with ICT supporting
cross-departmental
production chains
and multi-party
interactions between
public service
providers, private
parties and
citizens/companies.”
- Survey respondent

For DLT to prevail a critical mass of often
public and private parties has to be convinced
of the advantages. For the most part, a major
challenge associated with implementing such a
system are therefore political and
organizational.

The productive use of DLT is dependent
on the adoption of a number of actors.
A certain minimum number of
organizations need to use an
application to achieve economies of
scale.

Government efficiency

Through automation of processes through DLT systems, several efficiency benefits have been
identified including reduction of redundancy, streamlining processes, decreasing audit burden,
and less needed intermediation and manual or paper-based work and thereby reducing costs.
Such efficiency benefits have been discussed in research and reports and while ultimately the
installation of DLT systems can reduce cost, switching from current systems also creates costs for
the government. Additionally, the speed and energy concerns related to blockchain have been
widely discussed (see figure below).
Accessing public services remains a time-consuming
process. DLT offers considerable cost reductions through
automation of processes, the redundancy of intermediaries
and digitization processes making interactions faster.
Especially, smart contracts can automate basic
tasks for the government in the future.
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Changing current data systems is of course
related to costs. Implementation of DLT could
create other costs of operation. This applies
specifically to the use of digital currencies
transaction fees for example.
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• Auditing of
government assets and
spending
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• Issuing of official
documents like
passports
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It would make the
government's
processes more
efficient and
effective and thus
more "customeroriented", it would
provide much more
reliability and
transparency, less
fraud and a huge
saving on systems.”
- Survey respondent
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The transaction speed and energy consumption is
an often discussed issue around specifically
Blockchain. Depending on the system, it can be
slower than a central database. This is however
not the case for other DLT-systems and is mostly
an issue related to digital currencies.

Public value assessment: survey findings

As DLT is still mostly in the early stages of implementation (as shown above), the public value is
still poorly understood and tested. There is a lack of concrete evidence. However, as described
in the use cases above, positive impacts of integrated DLT solutions have been found depending
on the specific use cases.
We want to also stress that the above-discussed constraints (limiting public value through DLT)
are not rigid. With the further maturity of the technology some obstacles that we have identified
can be overcome in the future. Additionally, some of the limitations discussed above only apply
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“Many sectors work
just fine, or benefit
little from an open
ecosystem, and I
wouldn't do it here
(for now). Blockchain
is expensive, and if
you only want to use
it internally, it is an
expensive intranet.”
- Survey respondent

for certain decentralised systems but not for others. While public value should be the guiding
principle of government decision-making, more needs to be learned about the public value of
DLT systems and concrete investigations into this is needed on a case-by-case basis. One way
of giving a first indication about the public value of DLT is through expert opinions. Based on
our survey
findings,
experts in 10%
the Netherlands
identified,
that
of DLT could
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Figure 6: Expert survey findings (n=140 respondents) for the assessment of the positive impact
of blockchain solutions on public value (rating from low to very high).
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Impact stages for blockchain solution development

First, we need to recognize in what phases of blockchain development the government can have
an impact. As discussed above, the public value and applicability of blockchain solutions is
dependent on each individual use case. Because of this, we take a use case-driven approach
using the insights from the above-described use cases looking at the stages the governments
and public bodies have been involved in. There are three major phases (linking back to the
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maturity levels as discussed above) through which the development of blockchain-driven
solutions goes through and on which the government can have an impact:206
•

•

•

Early-stage development of blockchain-driven solutions, from research, feasibility studies,
proof-of-concept to prototype development (e.g. since 2018, the Russian Ministry of
Defence research lab has been conducting research on the military applications of
blockchain technology207);
Advanced development of blockchain-driven solutions, from pilot programmes, and testing
to the development of minimum viable products (MvP) (e.g. in 2021, Walmart arranged with
U.S. Customs and Border Protection to pilot a program to track imported foods208); and
Implementation and / or commercialisation of proven and tested blockchain-driven
solutions (e.g. the government in Estonia started working on Blockchain back in 2008 and
formally adopted the KSI blockchain in 2012 into its services209).

The government can have an impact through initiatives throughout all three stages. Depending
on the maturity level of existing solutions (see above), also involvement only at later stages is
possible. And, based on the success of earlier stages (either driven by the government or the
industry), solutions that are worked on could be dropped or reach implementation and / or
commercialisation (see figure).
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“Blockchain can
potentially bring
positive effects in
areas where strictly
binary choices can
be made (instead of
choices where
discretion is
present).”
- Survey respondent

Figure 7: The stages of impact for government for blockchain-driven solution development.
The initiatives possible and partners needed

Further, to understand how the government can have an impact, we need to outline how and
with whom the government can work together to develop and implement blockchain solutions.
Not all information necessary for delivering government and public products and services is
available within the bureaucracy of the government. Much of it resides in a network of (semi)
public and private organizations as well as with citizens themselves.210 So to create public value
through the implementation of DLT into public services, governments cannot work in silos, but
initiatives need to often include several partners to create solutions. Because of this, a partner
structure to create blockchain initiatives is often needed. We summarized the findings from the
case studies above into a structure (see figure), that can help to understand the relationships and
partners involved in the development of DLT solutions. It should be noted that this is not an
exhaustive overview, but it gives an insight into the cases we encountered and described above.

Find more details about the methods for testing and developing solutions via the following report from Nesta:
https://www.nesta.org.uk/blog/proof-of-concept-prototype-pilot-mvp-whats-in-a-name/
207
https://www.nationaldefensemagazine.org/articles/2019/12/11/blockchain-tech-has-numerous-applications-for-defense
208
https://www.natlawreview.com/article/fast-track-using-blockchain-to-trace-products-through-supply-chain
209
https://www.pwclegaltech.com/wp-content/uploads/2018/10/Estonia-the-Digital-Republic-Secured-by-Blockchain.pdf
210
https://unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperBlockchain.pdf
206
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Figure 8: The partners needed for blockchain initiatives for public value.
First, we need to distinguish between blockchain-driven solutions for use cases for the
government itself. This can be blockchain-driven systems for government services and egovernment. Second, there are solutions being developed that are aimed at the public sector or
private organisations that are relevant for the public sector. Such solutions are also relevant for
the government as they strengthen public value but could also be developed for the private
sector. An example are blockchain-driven systems for the food value chain that enable food
safety, where supermarkets and food producers are involved. Working on these two solutions
(for the government directly and the public sector more generally) are four groups of players:
•

The government and its various public bodies. This can be on different levels, for example,
the national government, the different ministries, specific departments of the ministries, the
municipalities, and cities. Initiatives can also be instigated by the EU or between different
governments or public bodies (e.g. the Bank of Canada and Monetary Authority of
Singapore have partnered in 2019 to enable transactions via digital currencies to make
cross-border and cross-currencies transactions possible via blockchain211).
Public sector organisations. These include public organisations like public hospitals, the
central bank, or public universities.
Private sector organisations relevant for the public sector. This can include for example
pharma companies, agricultural companies, private transport, etc.
Technology or knowledge providers. This can include large IT companies, e.g. IBM, startups but also university research departments and institutes.

•
•
•

In relation to initiatives for blockchain solutions that are relevant for the government and public
sector, we have identified four kinds of initiatives that have been taken by these players (what
approach should be taken depends on the use case):
•

Government and public sector initiatives. These initiatives can for example involve only the
government and a technology provider (e.g. Denmark’s Ministry of Foreign Affairs has
partnered with virtual currency platform Coinify to use blockchain in foreign aid delivery /
the start-up Govcoin has been working with the Department for Work and Pensions (DWP)
in the UK since early 2016 to develop a blockchain solution for welfare payments).
Public-private collaborative initiatives. In these cases, we can find multiple partners from the
different groups working together on blockchain solutions (e.g. in 2018 the U.S. Federal
Emergency Management Agency (FEMA) made a grant available to IBM working with the
Texas OneStar Foundation and Texas A&M University to build a blockchain solution for

•

https://www.europarl.europa.eu/RegData/etudes/STUD/2020/641544/EPRS_STU(2020)641544_EN.pdf

211
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disaster recovery working directly with survivors, the FEMA, private insurers, inspectors, the
Small Business Administration, community partners and other government officials).
Private collaborative initiatives. These initiatives are made by private sector organisations in
collaboration but can have value for the public sector and government (e.g. in a joint project
of IBM, KPMG, Merck, and Walmart blockchain was deployed to increase pharmaceutical
safety).
Private initiatives. These are for example large IT companies (e.g. Sony developed Global
Education19 for blockchain-driven academic credentials) or startups (e.g. the startup Elliptic
creates blockchain-based forensic investigation tools used by law enforcement) developing
blockchain solutions that can be used by the government or public sector.

•

•

The role(s) of the government

Lastly, we analysed based on the use cases outlined above, what specific roles the government
can take for developing and implementing blockchain solutions to strengthen public value. While
we have shown above, what partners are needed for DLT development, the role the government
can play in these initiatives needs also to be distinguished. For example, the government can
buy an already existing blockchain solution, or it can take part in a consortium and share their
expertise to develop a new solution. We identified the following roles based on our case studies
above, which the government can take that have either a direct or indirect impact on blockchain
initiatives (see figure):

CUSTOMER
FUNDER /
INVESTOR

The government creates more
demand in the market.

The government buys a
commercialized and tested
available blockchain solution.

The government directly
funds or invests into a
blockchain initiative.

The government indirectly
funds or invests into
relevant networks /
associations.

COLLABORATOR

Indirect impact on initiatives

The government collaborates
with public and private
partners in an initiative.

The government
collaborates with relevant
networks / associations.

FACILITATOR

Direct impact on initiative

The government directly facilitates
initiatives through: Legal frameworks
(standardization, policy, regulation)

And indirectly through:
Context setting

Figure 9: The different roles of the government in blockchain initiatives.
The government can take on multiple roles at the same time, e.g., be a funder and collaborator
in a public-private collaborative initiative. While most roles the government can take on are
straight forward, another important aspect are the relevant networks / associations and the
context setting for blockchain development. We will discuss this in the context of the blockchain
landscape in the Netherlands in more detail in the next section.
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THE OPPORTUNITIES AND BARRIERS
FOR DLT ADOPTION
What are the adoption factors? What is the
Dutch context and the possible local
opportunities and barriers? How does the
ecosystem look like right now? And what
are the possible next steps?
In this section, we built on the previous insights presented and bring it into the Dutch context.
We present an innovation adoption framework as part of the decision-making matrix presented
above, to identify the possible barriers and opportunities.
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Innovation adoption factors
Where the opportunities and barriers for the future adoption of DLT by the Dutch government
lie, is a crucial question for future decision-making. DLT adoption means to change existing
systems. And therefore, understanding the current systems as well as the overall context in which
these systems operate become the decisive factors. The national context and path-dependency
create therefore the opportunities and barriers for DLT adoption. And we argue that this means
that there is also a difference among countries and governments where DLT can impact public
value benefits.
The concept of “innovation adoption” can create a first insight for the Dutch government. The
concept has received increasing attention in recent years. Research212 argues defining in this
regard adoption processes, its barriers and drivers can help the government to make informed
and strategic decisions.213 Innovation adoption is not accomplished just because a “decision
maker” has announced it. Instead, the various members of the system, in this case citizens,
businesses, public employees, etc., as well as other contextual factors drive and stop innovation
adoption processes.
In this section, we present a new framework for innovation adoption, that has been developed
based on literature research and use the quantitative findings from the survey to present first
insights. There are four major contextual factors of the Dutch blockchain landscape, that are
discussed (see figure).

ORGANISATIONAL
CONTEXT

• Compatibility
of innovation
with the
organisation
• Availability of
needed
resources

SOCIETAL
CONTEXT

• Image /
reputation of
innovation
• Attitude
towards
innovation

TECHNICAL
CONTEXT

ECOSYSTEM
CONTEXT

• Technology
readiness
• Ease of use
• Triability

• Supply and
demand
• Partnership
capabilities

Figure 10: Four contexts of innovation adoption.

Find a meta-analysis about the concept of “innovation adoption” via the following link:
https://www.sciencedirect.com/science/article/pii/S2096248717300012
213
https://evok.pw/135188.pdf
212
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Organisational context of the Dutch government
The organisational context214 creates barriers and opportunities for innovation adoption and is
based on the characteristics of an organisation, in this case the public sector and government of
the Netherlands. The organisational factors within the Dutch government and public sector that
can enable or hinder adoption of DLT can be summarized into two categories:
•
o
o
o
•
o
o

The compatibility of DLT with the organisation, which can be captured by looking at
how well DLT fits into the current strategy of the Dutch government,
if the existing legal framework makes an implementation easy, and
the extent of changes that are necessary in the organisation;
The availability of needed resources for adoption, which means we need to assess, if
the Dutch government has the necessary financial resources for adoption, and
has the human capital needed, i.e. people with the right skill set to enable adoption.

Our survey findings (see figure) show that blockchain experts in the Netherlands assess that there
is a strong fit for blockchain adoption within the overall strategy of the Dutch government
(Introduction for more information on the digitization strategy in the Netherlands), with 67% of
respondent agreeing or strongly agreeing that this is the case. Experts also agree that the
government has the right resources already in place (75% agreement).
However, the findings also highlight that there are considerable changes needed in the
government and public sector to make DLT adoption possible (71%). And there are barriers for
adoption due to the legal framework (only 26% agree that the legal framework makes adoption
easy) and that the government lacks the skills needed for adoption (only 14% of respondents
believe these skills exist already).
What should be pointed out is that DLT adoption decisions as has been already stressed above
should be made on a case-by-case basis. Therefore, the survey findings only give first insights
into barriers in the organization, as for specific use cases different barriers might be less
problematic as for others (e.g. the health industry might face more barriers in terms of resources
while the transport sector might faces challenges in access to skills).

ADOPTING FITS IN THE NL GVT'S STRATEGY

LEGAL FRAMEWORK MAKES ADOPTION EASY
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25%

32%
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Figure 11: Expert survey findings (n=140 respondents) for the agreement to statements about
the organisational context of DLT adoption by the public sector in the Netherlands (rating from
strongly disagree to strongly agree).

https://www.researchgate.net/publication/220449605_Organisational_adoption_of_ebusiness_The_case_of_an_innovation_management_tool_at_a_university_and_technology_transfer_office
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Societal context in the Netherlands
The factors influencing innovation adoption is also influenced by the social context.215 This is
especially relevant, as the aim is to assess the public value of DLT adoption in the Netherlands
and what this means for society. We suggest focussing on two categories to assess the societal
context of DLT adoption by the government:
•
o

o
•
o
o
o

The image and reputation of the innovation, i.e.
if the adoption of DLT would strengthen the image of governmental and public services and
therefore make them more trustworthy and attractive to be used by citizens (which in turn
creates an incentive for the government to adopt DLT), and
if there exists (public) pressure through society due to other countries being more advanced
and faster in the adoption of DLT;
The attitude towards the innovation, i.e.
if the adoption of DLT would be supported by the staff in the public sector,
if the government has the right attitude for DLT adoption, and
if citizens would welcome DLT systems for their data management.

Based on our survey findings (see figure), we find that 71% of experts agree that the adoption
of DLT would strengthen the image of government services in the Netherlands. However, we
didn’t find as much agreement that there is external pressure to do so. Most interesting is that
most experts don’t agree that the public sector staff would support adoption and that the
convictions of the government is not right for adoption now (with only 26% and 16% agreeing
there is support and the right attitude). On the other hand, experts agree that citizens would
welcome DLT for their data management. As already mentioned above, these are just first
insights that can help to find possible barriers and opportunities, while of course on a case-bycase basis the experts’ findings might differ.

ADOPTING WOULD IMPROVE GVT SER VICES' IMAGE

5% 4%

PRESSURE EXISTS FOR ADOPTION, BECAUSE NL LAGS BEHIND

P U B L I C S E C T O R S TA F F W O U L D S U P P O R T I T

GVT ADMIN HAS THE RIGHT ATTITUDE TO ADOPTION

C I T I Z E N S W O U L D W E L C O M E D E C E N T R A L I Z E D D ATA M G T.
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Figure 12: Expert survey findings (n=140 respondents) for the agreement to statements about
the societal context of DLT adoption by the public sector in the Netherlands (rating from strongly
disagree to strongly agree).

https://www.researchgate.net/publication/276035231_Exploring_the_Characteristics_of_Innovation_Adoption_in_Social_Networks_Structure
_Homophily_and_Strategy
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Technological context of DLT adoption in the Netherlands
“The biggest barrier
is the link to existing
government
systems, because
these are built with
a central
architecture as a
basis, and without
the necessary
standardization and
data quality to be
able to link easily.”
- Survey respondent

The technology context216 is concerned with both internal and external technologies available to
an organization. It focuses on the way technology characteristics themselves can influence the
adoption process and includes factors such as:
•

Technology readiness, i.e. if DLT is mature enough and scalable for adoption into the
public sector in the Netherlands; and
Ease of use and triability of the innovation, i.e. if DLT can be easily implemented, and is
interoperable with existing systems in the public sector and by the government.

•

Our survey findings (see figure) show, that experts (mostly) agree that DLT is already mature
enough and proven in the public sector (50% agreement) and that the systems are scalable
enough (74% agreement). However, experts see the ease of use as problematic. Most experts
don’t agree that DLT would be easy to be implemented in the public sector (only 36%
agreement), and that it is interoperable with other systems in general (only 32% agreement) and
interoperable with systems used by the Dutch government more specific (only 23% agreement).
We presented similar findings based on the case studies analysis above, which showed that only
very few applications of DLT in the public sector have already been installed and tested for a
longer period. But this also shows that there could be differences from case study to case study
while these findings only give a first indication.

T H E S E S Y S T E M S H AV E A L R E A D Y B E E N P R O V E N F O R U S E I N T H E
PUBLIC DOMAIN

16%

SUCH SYSTEMS ARE BROADLY SCALABLE

T H E Y A R E E A S I LY I M P L E M E N TA B L E I N T H E P U B L I C D O M A I N

11%

HIGH INTEROPERABILITY WITH OTHER SYSTEMS

HIGH INTEROPERABILITY WITH OTHER SYSTEMS USED BY THE
GOVERNMENT

18%

26%
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39%

40%
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31%
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34%
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Figure 13: Expert survey findings (n=140 respondents) for the agreement to statements about
the technological context of DLT adoption by the public sector in the Netherlands (rating from
strongly disagree to strongly agree).

Ecosystem context in the Netherlands
Finally, another important contextual factor that creates barriers but also opportunities for DLT
adoption by the public sector is the existing ecosystem. In this case we focus of course on the
blockchain ecosystem for DLT solutions for the public sector in the Netherlands, which is made
up of groups of interacting firms that depend on each other's activities to create DLT solutions.217
This is an often-overlooked aspect in literature in relation to innovation adoption concepts but
has gained a lot of attention in innovation system and cluster research.218 We argue that the

https://www.researchgate.net/publication/220449605_Organisational_adoption_of_ebusiness_The_case_of_an_innovation_management_tool_at_a_university_and_technology_transfer_office
217
https://www.sciencedirect.com/science/article/pii/S0040162521000469#fig0001
218
Komorowski, M., & Fodor, M. M. (2020). The economic drivers of media clusters. International Journal of media & cultural politics, 16(3), 309331. KOMOROWSKI, M. (2019). an innovation ecosystem index. See
https://ec.europa.eu/futurium/en/system/files/ged/final_study_on_innovation_ecosystems_in_europe_imec_smit_komorowski.pdf
216
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“The opportunities
are mainly in many
cryptocurrencyoriented ecosystems
(e.g. Bitcoin
meetups), as well as
strong ecosystem
parties such as the
Dutch Blockchain
Coalition, Odyssey
(blockchain)
hackathon […]”
- Survey respondent

maturity of the ecosystem219 and the possibility to have access to collaborators and solutions is
needed for DLT adoption and therefore factors include:
•

•

The supply and demand, i.e. the number of existing different actors in the ecosystem that
support activities for DLT development including education institutions, research and
technology actors, capital and funding, intermediaries like associations and the demand
for DLT solutions, which creates of course more supply and actors in the ecosystem; and
Partnership capabilities, i.e. available networks and international relationships in the
ecosystem.

The surveyed experts agree to a large extent that the ecosystem of DLT players in the
Netherlands is quite advanced with more than 50% agreeing that in the Netherlands there is
access to networking, international relations, intermediaries like associations, research,
technology actors and education institutes. Especially education and research, technology and
innovation actors have been acknowledged as being strongly presented in the Dutch ecosystem
(with more than 70% agreement). Capital and funding on the other hand has been recognized
by most experts as lacking (with only 43% agreeing that there is enough capital and funding in
the ecosystem available).
T H E N L H A S … T H E P R O P E R E D U C AT I O N I N S T I T U T E S
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Figure 14: Expert survey findings (n=140 respondents) for the agreement to statements about
the ecosystem context of DLT adoption by the public sector in the Netherlands (rating from
strongly disagree to strongly agree).
Through the survey, we additionally received valuable input on the initiatives, companies,
projects, etc. present in the Netherlands. From these findings, we can conclude that the Dutch
ecosystem consists of a wide variety of actors - active within numerous industries supporting the
quantitative findings from above (see table below). Other mappings already confirmed similar
findings. Techleap.nl identified based on estimations that the Dutch blockchain ecosystem
currently hosts over 300 companies, + 7,500 start-ups, + 400 venture capitalists funds, and + 85
accelerators, and incubators for example.220
While other mappings of the blockchain ecosystem in the Netherlands already exist221, we
present here selected ecosystem actors that specifically focus on solutions for the public sector and
government in the Netherlands or who could strengthen public value with solutions in the future.
The identified ecosystem is built solely on the survey findings with additional desk research from
the case study research presented above and therefore represents a snapshot of the total Dutch
ecosystem.222

https://medium.com/creatorspad/innovation-ecosystem-maturity-3775812b3d3e
https://www.techleap.nl/we-are-techleapnl
221
See for example: https://www.dgen.org/blockchain-in-europe-2020-review or https://dutchblockchaincoalition.org/nieuws/berenschot-geefteerste-inzicht-in-blockchain-ecosysteem-2018
222
It needs to be noted that our mapping here is not exhaustive, but a snapshot of the current ecosystem derived from the insights of the 140
surveyed experts. During the analysis we filtered the entries, hereby eliminating double and not identifiable entries, ending with a list of 93
unique entries that are listed in Annex 2 out of which we present 41 here in more detail.
219
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We selected a total of 41 actors and projects in the Dutch ecosystem (see figure) for blockchain
solutions for the public sector and government (the full list of actors and projects identified by
the survey respondents includes 93, which are listed in Annex 2):
•

•

•

•

The mapping shows that there are strong research capabilities223 and interest from Dutch
research institutions, both academic and private. We listed a total of 7 higher education
institutions and private research organizations involved with research and projects related
to blockchain that could provide solutions for the public sector in the Netherlands.
In the Netherlands, we can find both start-ups and larger international companies working
and developing blockchain solutions relevant for public value and the public sector and
government. We listed a total of 10 companies.
We listed 9 governmental bodies or organisations that have been involved with blockchain
solutions for governmental services. The projects run by these organisations rank from
early research stage to successful implementation, showing that from the government
already strong interest exist and this could also grow in the coming years. Similarly, we
listed a total of 8 public or private sector initiatives and projects that could strengthen
public value through DLT.
Finally, we identified 7 networks, associations, or foundations, through which the
government has or can have indirect impact on the development of blockchain solutions
to strengthen public value. These rank from smaller and specialised networks to larger
Dutch networks and foundations.

Figure 15: Overview of selected blockchain ecosystem actors in the Netherlands relevant for
public sector and government applications.

See also a recent report titled “Blockchain and European Higher Education Systems” for a comparative analysis of the blockchain and the
higher education ecosystem in the Netherlands compared to other countries via https://dutchitchannel.nl/680135/blockchain-and-germanhigher-education-v.pdf
223
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Ecosystem actors and
projects

Description

Technology and knowledge providers
Higher education institutions and research organisations

Universiteit Maastricht

Delft Blockchain Lab
(DBL)

Tilburg University

Jheronimus Academy of
Data Science (JADS)

Haagse Hogeschool

Saxion Blockchain
Institute

TNO (Den Haag)

At the University of Maastricht several researchers are involved with blockchain research. Most
notable, since 2020, the University of Maastricht (in collaboration with TNO, CZ, CBS) has been
working on the proof-of-concept for Multi-Part Computation (MPC) using cryptographic
techniques to fight poverty. The MPC use case was introduced during the Brightlands Techruption
innovation program.224
The TU Delft Blockchain Lab (DBL) facilitates research related to blockchain technology and
potential uses cases. Besides academic research, DBL offers education and trainings on
blockchain. DBL's goal is to strengthen the value of blockchain technology based on scientific
research.
(https://www.tudelft.nl/delft-blockchain-lab)
The university of Tilburg has several research projects running around blockchain (see also below
via NWO-MVI). This includes the CHAIN interdisciplinary research group, combining law,
philosophy, and computer-science regarding distributed networks. CHAIN published numerous
reports on decentralized technology.225
Jheronimus Academy of Data Science conducts research on different use cases regarding
blockchain technology. They were awarded in 2019 a research grant working together with Tilburg
University on a project called “The Role and Responsibilities of Public Actors in Distributed
Networks. Transparency, Trust and Legitimacy by Design” via NVO-MVI.226
The Haagse Hogeschool offers courses on blockchain and decentralized technology, with
expertise on blockchain within the public domain. The Hague University of Applied Sciences in
cooperation with the DBC started the assignment Handshake, which brings students with
practitioners together. This is part of Koios an open learning infrastructure for blockchain.
(https://www.koios.online/)
The Saxion Blockchain Institute at the Saxion Hogeschool conducts research on blockchain and
decentralized technology and offer courses on blockchain. The focus is on Blockchain applications
for value creation and disruption in collaboration with regional, national, and international
networks with the Saxion Blockchain Institute as innovation accelerator.227
The independent research organisation, TNO, offers a wide range of expertise on blockchain
technology based on research. The specialties are aimed at business models and governance,
identity management (SSI), smart contracts, interoperability, scalability, policy, and ethics.
(https://blockchain.tno.nl/)
Start-ups and larger IT companies

Ledger Leopard
(Amsterdam)

LTO Network
(Amsterdam)

Europechain

Kryha (Amsterdam)

DUSK Network
(Amsterdam)

V-ID (Zwijndrecht)

Ledger Leopard is an international operating blockchain company offering a wide range of
blockchain-driven solutions with a focus on healthcare, government, asset management and
identity.
(https://ledgerleopard.com/)
LTO network is a company developing blockchain solutions, which developed a hybrid blockchain
network (listed as crypto traceable assets). The network offers numerous solutions for both public
and private industries. The Dutch Openbare Ministerie makes use of LTO network regarding legal
process for minor offenses.
(https://www.ltonetwork.com)
Europechain is a company developing blockchain technology founded in 2019 with headquarters
in Amersfoort based on a project funded by the European Union’s Horizon 2020. It currently offers
four products: FACT, blockchain for audit and traceability, WordProof, GiftVoucher, and my.D for
digital identification, which could be relevant for the public sector.
Kryha is a start-up developing blockchain solutions from concept development to proof of
concepts and from ecosystem design to building blockchain applications. Examples of their work
include solutions for social waste recycling and for the circular economy.
(https://kryha.io/our-work/)
Dusk Network is Dutch fintech scale-up which developed a Privacy Blockchain for Financial
Applications with the goal to enable any size enterprise to collaborate at scale, meet compliance
requirements and ensure that personal and transaction data remains confidential. Companies use
the Dusk Network blockchain to issue tokens, trade and collaborate via smart contracts.
(https://dusk.network/)
Dutch tech company V-ID developes technology for validating digital assets. The company was
founded in 2018 and is based in Zwijndrecht. V-ID offers a Certification & Verification service
based on blockchain technology. It developed several use cases around digital files, workflow
automation & physical documents for organisations like Amsterdam Vintage Watches, AmSpec,
IBM and Procentec.
(https://www.verifyalldocuments.com/)

Find out more via https://www.brightlands.com/en/brightlands-smart-services-campus/preventing-poverty-multi-party-computation
https://www.tilburguniversity.edu/about/schools/law/departments/tilt/research/chain
226
https://www.jads.nl/1-million-for-research-into-transparent-blockchain-applications-in-government/
227
https://www.saxion.nl/onderzoek/meer-onderzoek/blockchain
224
225

55

Circularise (Den Haag)

ReCheck

Be-Better 4 Social
Domain (Bergen op
Zoom)

RTI Blockchain

Circularise228 is a start-up in Den Haag that developed a blockchain-based solution to track plastics
from the initial resin to the end product. It enables brands to trace the product’s origin and
establishes the environmental impact (funded through EU’s Horizon 2020 program).
(www.circularise.com)
ReCheck BV is a Dutch start-up, which offers numerous data management solutions for real estate,
identity verification, data-exchange and has worked on European financed projects and with the
Dutch government. The solutions involve the use of decentralized networks like blockchain.
(https://recheck.io/)
The start-up Be-Better together with the municipalities of Roosendaal and Halderberge, and the
youth care providers Stichting Inzet Voor Zorg and impegno, started a pilot called Be-Better 4
Social Domain in April 2020. With this pilot, the parties wanted to demonstrate substantial savings
on the administrative burden in youth care by deploying the innovative blockchain solution.229
RTI blockchain is a company which offers solution for blockchain driven supply chain management
to track food and improve food safety in the Netherlands.
(https://rtidashboard.eu)

Government and government projects

Ministry of BZK

Zorg Instituut Nederland

Centraal Justitieel
Incassobureau (CJIB)

Dutch Authority for the
Financial Markets (AFM)

Kadaster

BLING project

Stadjerspas

Heerlen Heitje

European Blockchain
Partnership (EBP)

The Ministry of BZK is involved in several initiatives, projects and it initiates research230 around
blockchain solutions. For example, the Ministry became in 2018 strategic partner of the Dutch
Blockchain Hackathon.231
Zorg Instituut Nederland has been involved with a project for blockchain application called, Mijn
Zoorg Log, which aims for digital information exchange for long-term care in which Zorginstituut
Nederland is involved. The project has been completed by the Zorginstituut in 2019 and has
shown that blockchain can work in healthcare. Further studies with diverse partners are being
conducted. (https://istandaarden.nl/izo/innovaties/blockchain-mijn-zorg-log)
In 2020, the blockchain technology of the CJIB developed in a pilot in 2019 called Financiële
Noodstop, and the continued development of MijnApp of VNG Realisatie was brought together in
a new project called Red Button. A pilot phase was started in 2020 based on a collaboration
between the CJIB, the Ministry of Justice and Security, VNG, the Municipality of Eindhoven and
the Municipality of The Hague.232
The AFM is involved in the blockchain ecosystem development in the Netherlands via Dutchchain
(Blockchain hackathon), Dutch Blockchain Coalition, TU Delft and via the Innovation Hub of the
AFM and DNB. The latter is a source of support for large and small enterprises in the complex
interaction between regulation and blockchain-driven innovation.233
Kadaster is involved in numerous innovative projects, with some experimenting with AI and
blockchain technology. Kadaster was for example connected with Koninklijke Notariële
Beroepsorganisatie (KNB) experimenting with the improvement of notary services.234 Innovation
projects by Kadaster were part of the Dutch government’s initiative, “Blockchain Pilots” in
cooperation with the United Nations Office for Projects Services (UNOPS).
Within the BLING project (2019-2023) financed by the Interreg North Sea Region, 13 partners
investigate what role Blockchain can be for governments. Next to international partners, the
Gemeente Groningen, Provincie Drenthe, Centraal Justitieel Incasso Bureau and the Gemeente
Emmen are involved. (https://northsearegion.eu/bling/)
Stadjerspas235 is a service of the Municipality of Groningen which uses blockchain infrastructure to
provide discounted services to low-income citizens replacing the previous paper-based voucher
system since 2016. (www.stadjerspas.gemeente.groningen.nl)
Heerlen Heitje is a local initiative (by the Gemeente Heerlen, Mijn Stad, CoTown, Brightlands
Smart Services Campus, buurtorganisatie GMS, CBS and the Vereniging van Nederlandse
Gemeenten) powered by blockchain technology offering citizens to do public chores in exchange
for a local currency, which they can spend in numerous stores in Heerlen.
(https://www.heerlen.nl/heitje.html)
Since 2018, 29 countries (all EU Member States, Norway and Lichtenstein) and the European
Commission work together in the European Blockchain Partnership (EBP) to develop the European
Blockchain Services Infrastructure (EBSI) that will deliver cross-border public services. In the Early
Adopters programme, which runs pilot projects, announced in 2021, the Netherlands work on “A
Passport grade implementation and wallet for ESSIF”.
(https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/EBSI)

Public and private sector and projects

De Nederlandsche Bank

The Nederlandsche Bank (DNB) together with the European Central Bank and other consortium
partners finalised an initial exploratory phase around a digital euro in 2021. In July 2021, the DNB
announced to move on to the next phase cooperation with the ECB investigating the possibility of
issuing a digital euro.236

Source: https://ati.ec.europa.eu/reports/technology-watch/technology-focus-blockchain
https://www.be-better.nl/nieuws/jeugdhulp-regio-west-brabant-west-start-een-uitgebreide-pilot-met-be-better-4-sociaal-domein/
See for example: https://www.tweedekamer.nl/kamerstukken/brieven_regering/detail?id=2021Z02985&%20did=2021D06488
231
https://www.digitaleoverheid.nl/nieuws/ministerie-van-binnenlandse-zaken-strategisch-partner-dutch-blockchain-hackathon/
232
https://publicaties.vngrealisatie.nl/2020/e-magazine/11/rode-knop-geeft-rust-en-ruimte-voor-inwoners-met-schulden/
233
https://www.afm.nl/nl-nl/consumenten/themas/waarschuwing/fintech/blockchain
234
https://www.binnenlandsbestuur.nl/ruimte-en-milieu/kennispartners/kadaster/notariaat-en-kadaster-onderzoeken-uitdagingen.9572135.lynkx
235
Source: https://joinup.ec.europa.eu/sites/default/files/document/2019-04/JRC115049%20blockchain%20for%20digital%20government.pdf
236
https://www.dnb.nl/en/innovations-in-payments-and-banking/digital-euro-what-why-and-how/ and
https://www.dnb.nl/media/espadbvb/central-bank-digital-currency.pdf
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Royal Joh. Enschedé

EduBadges by SURF

Tennet (Arnhem)

BlockLab (Port of
Rotterdam)

TK Dinalog

ElaadNL (Arnhem)

Dutch pension provider
APG and PGGM

Royal Joh. Enschedé (Koninklijke Joh. Enschedé) is a printer of security documents, stamps and
banknotes. They work on development and experimentation with crypto postal stamps and other
sorts of value-exchange carriers.
(https://www.joh-enschede.nl/stamps/crypto-stamp/)
SURF is a cooperative association of Dutch educational and research bringing together
universities, universities of applied sciences, MBO institutions, UMCs and research institutes to
purchase or develop digital services. SURF has introduced EduBadges237 together after a pilot
study with different institutions and the Ministry of Education and became the central platform in
2019. SURF is currently researching and experimenting with blockchain/distributed ledger
technology for making access to endorsements and badge classes more transparent and
verifiable.238
TenneT is a European electricity transmission system operator (TSO), with activities in the
Netherlands and in Germany. TenneT currently works on a project called “Crowd Balancing
Platform - Blockchain Technology” to explore how interconnected home storage systems or
electric car loading stations contribute to power grid stabilisation. Using blockchain solutions
TenneT currently runs pilot projects in Germany and the Netherlands to facilitate flexible access to
decentralised capacities.239
The Port of Rotterdam Authority together with the Municipality of Rotterdam have jointly launched
a field lab for the development of concrete applications and solutions based on blockchain
technology in relation to energy and logistics called BlockLab.
(https://www.blocklab.nl/about/)
TKI Dinalog is the Knowledge and Innovation Partnership in which business, knowledge institutes
and government work together in the innovation program of the Dutch Topsector Logistics. TKI
Dinalog supports public private partnerships in research and development. In a major TKI Dinalog
project from 2017, TU Delft, ABN AMRO, the SCF Community, the Port of Rotterdam, Royal
FloraHolland, SmartPort and 10 other partners set to work using blockchain technology in the
logistics sector.240
ElaadNL is a foundation started by grid operators in the Netherlands. It is today a knowledge and
innovation centre in the field of smart charging infrastructure and conducts research. E-laad also
tests and pilots blockchain solutions to improve the electric vehicle charging.
APG and PGGM two pension administration organizations in the Netherlands, have successfully
completed the first phase of a joint experiment involving the development of a pension
administration blockchain application in 2017. They announced to conduct further research with
this prototype.241 In the initial phase the Dutch National Governmentis was involved through the
Dutch Authority for the Financial Markets (AFM) and the Dutch National Tax Office
(Belastingdienst).242

Networks, associations, and foundations

Dutch Blockchain
Coalition (DBC)

Odyssey (Groningen)

Brightlands (Limburg)

The Dutch Blockchain Coalition is a public-private initiative by Top team ICT, under the
programmatic label dutch digital delta bringing together partners from the government,
knowledge institutions and the business community. The mission of the DBC is to increase
knowledge about and use of blockchain and thus accelerate the decentralized design of the digital
infrastructure in the Netherlands. Launched in 2020 through the DBC, the DTN is a consortium of a
number of companies working on SSI-applications for the Netherlands.
(https://www.dutchblockchaincoalition.org/bouwstenen/dutch-trust-network-dtn)
Odyssey is an Open Innovation Program by DutchChain which connects innovative ideas with
governmental, corporate, and non-profit partners to address complex societal challenges using
emerging technologies. The Program organises the Odyssey Hackathon to build prototypes to
address societal challenges, including energy transition, public utility networks, (self-) governance,
self-owned digital identity, biometric data communication, financial inclusion and security, cargo
insurance, digital nation infrastructure, wildlife and biodiversity restoration, food value chain
sustainability, and open crisis and disaster management. In collaboration with Gimly, the
Odyssey2020 Connect event grand MDG challenges, as well as possibilities to be delivering
blockchain-enabled NFC chips to the Dutch Blockchain SSI sandbox.
(https://myodyssey.medium.com)
Brightlands is an open innovation community in Limburg and partnership between the Province of
Limburg, Maastricht University, Zuyd University of Applied Sciences, Fontys University of Applied
Sciences together with APG, BASF, DSM and Maastricht UMC+ supported by the Ministry of
Economic Affairs, private companies and various European, national and local public funds and
municipalities. Brightlands offers via its accelerator called Techruption support for both public and
private industries regarding the development of innovative solutions based on blockchain and
decentralized technology. It also organises an incubator called Brightlands Blockchain & AI
incubator supporting specifically projects with societal value.
(https://www.brightlands.com/)

https://www.iit-berlin.de/wp-content/uploads/2021/05/03-Kurzstudie-Digital-Credentials.pdf and
https://www.computable.nl/artikel/nieuws/digital-transformation/6773213/250449/duo-wil-onderwijs-innoveren-met-blockchain.html
238
https://www.imsglobal.org/sites/default/files/EUSummit2018/09b%20-%20SURF%20badges%20by%20Alexander%20Blanc.pdf
239
https://www.tennet.eu/our-key-tasks/innovations/crowd-balancing-platform-blockchain-technology/
240
https://www.abnamro.com/en/news/logistics-sector-gets-to-grips-with-blockchain-technology
241
https://apg.nl/en/publication/apg-and-pggm-develop-a-blockchain-application-for-pension-administration/
242
Source: https://joinup.ec.europa.eu/sites/default/files/document/2019-04/JRC115049%20blockchain%20for%20digital%20government.pdf
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Techleap (Amsterdam)

2Tokens Foundation

The New Fork
(Amsterdam)

NOW-MVI platform for
Responsible Innovation

Techleaps is a foundation, that offers supporting programmes to start-ups and scale-ups in the
Netherlands with the main goal to establish a thriving Dutch start-up ecosystem. Its working theme
Healthtech.243 There are more than 200 companies registered working on Blockchain solutions in
their member’s list.
The 2Tokens foundation is an independent and neutral token advocacy group. It has the ambition
to raise awareness and to reduce the barriers of the adoption of tokenization and help realize the
broader societal benefits. They present research on three use cases: Tokenization of Energy,
Invoice Market and TheDigital Notary.
(https://www.2tokens.org/use-cases)
The New Fork is a start-up founded in 2017 with the goal of achieving global food integrity
through blockchain technology. It launched a monthly meetup called Food Integrity Blockchained
meetup with a network of over 1850 members and currently collaborates with Amsterdam
Blockchain Lab on events.
(https://thenewfork.com/)
NWO-MVI is a network of scientists, businesses, public authorities, and civil society developing
knowledge through research programming and funding. In 2020, the project “Blockchain in the
network society” (2020-2024) was started with Tilburg University in the lead and numerous other
collaborators to research 1) which value conflicts arise when public authority is exercised through
distributed technologies? 2) what are the rule of law conditions necessary to steer the role and
responsibilities of public actors using distributed technologies?
(https://www.nwo-mvi.nl/project/blockchain-network-society-search-transparency-trust-andlegitimacy)

Table 9: Overview of selected DLT ecosystem actors relevant for public sector applications and
use cases identified in survey (list is not exhaustive).

https://finder.techleap.nl/companies/f/all_locations/allof_Netherlands/technologies/anyof_blockchain
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OUTLOOK AND FUTURE SCENARIOS
How could the future of society look like
built on blockchain? What are the issues
that arise? And, what next steps can the
Dutch government take?
In this final section, we give an outlook into how the future of blockchain could look like built on
a narrative identified in the survey of experts in the Netherlands while also highlighting the
possible issues that could arise. We further discuss possible controversial scenarios of the future.
We conclude the report by giving several recommendations to the Dutch government for future
steps to take.

59

Outlook and vision
In recent years, the knowledge and interest in decentralized ledger (DLT) systems has increased
significantly. The rise of cryptocurrencies such as Bitcoin certainly played an important role in
this. Initially, the focus was mainly on the crypto currency itself, but in due course attention was
also paid to the most important underlying technological building block: the blockchain. The
much-discussed characteristic of blockchain, but also of other DLT systems, namely that no
central administrator is required (and power is therefore spread over all users), strongly appeals
to the imagination. Big predictions about the role of DLT have been sent out into the world ever
since. However, we must nuance these kinds of strong predictions. With the rise of the telegraph,
the telephone to the computer and the Internet, we have always seen utopian and dystopian
ideas predominate. Still, many experts agree that:
“DLT TECHNOLOGIES HAVE THE POTENTIAL TO REVOLUTIONISE OUR SOCIETY.”
Others say blockchain in practice is nothing more than a glorified spreadsheet.244 It is currently
unclear what role DLT will play in our society. It will be a long time before we know for sure. We
only know with certainty that the future is determined by the dynamics that play between
technological inventions, social changes, policy visions and legal frameworks. This research
aimed to give a first overview of possible use case applications and how other countries are
adapting DLT, and deliver insights into the possible applicability, the public value, the role of
the government and the potential barriers and opportunities in the Netherlands. In this section,
we want to give room to thinking about the future of DLT’s impact on the digital society in the
Netherlands and discuss also the possible arising issues as well present our final
recommendations.

Should the Dutch government adopt DLT solutions in the future?
First, we try to establish some insights about the question: Should the Dutch government adopt
DLT solutions in the future? Experts in our survey (see Figure 16) agree to a great extent that it
should. With 84% of DLT experts in the Netherlands agreeing that adoption should become a
priority for the government and with even 92% agreeing that plans for adoption should be made.
A majority (55%) even agrees that DLT should be adopted in all policy areas in the Netherlands
(keeping in mind that there could be bias among local experts as discussed in the methodology).

ADOPTION SHOULD BE A PRIORITY FOR THE GVT.

6%2% 8% 17%

THE NL GVT. SHOULD PLAN FOR USING THESE
TECHNOLOGIES

THE GVT. SHOULD USE THEM IN ALL POLICY
AREAS

67%

4%1% 4%
13%

16% 9%

20%

79%

24%

31%

Figure 16: Expert survey findings (n=140 respondents) for the agreement to statements about
the DLT adoption by the public sector in the Netherlands (rating from strongly disagree to
strongly agree).

https://www.theguardian.com/technology/2018/oct/15/blockchain-democracy-decentralisation-bitcoin-price-cryptocurrencies
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What’s next? Leading questions and future scenarios
Technology influences the everyday lifeworld of citizens and society in general, but this also
works the other way around. Individual behaviour and societal structures co-construct technology
or steer the technology in a certain direction. Public services are one of the dynamic societal
agents in this process. They can govern what and how new technologies are used for and evolve
on the one hand and can be users of the technology themselves on the other hand. For DLT this
means the Dutch government has a role to play in governing these technologies but also should
look for opportunities to optimize their governance processes and tasks. In this report we looked
at the role DLT can play in strengthening public value, which can happen by taking actions
related to governance of DLT. But what actions? And how? And when? There are many unknowns
embedded in these questions as DLT is what we call “a radical innovation”.
Radical innovations245 are new technologies with new functionalities and have a disruptive impact
on existing business models. Based on revolutionary changes in technology, radical innovations
are not only promising potential rewards for organizations but are also risky because fundamental
technological changes require to adapt old or develop new organizational competencies. We
can find, that due to the potential radical disruption of society by DLT it is a highly speculated
and a very sensitive topic of discussion. DLT can trigger significant organizational change and as
such is particularly difficult for established organizations to manage. It requires long project
maturity durations and involves unpredictability. But it is not because it is difficult that it must
stay untouched by the government. It is important that public services defend public values, take
decisions, pivot if needed, but otherwise a future scenario might mean that important public
values might get under snowed by the business model of the big tech players. Before starting
any implementation of DLT, or awarding grants to a specific DLT application, it is important
public services overthink some more global questions.
“As always with new
technologies, design
is extremely
important.”
- Survey respondent

Related to the discussion on governance by DLT following questions can be addressed by the
government:
•

Which public value do we want to invest in? What is the prioritization of the different public
values? This is more a political or policy-making decision then a technical decision. But this
decision can influence the decisions made on technical level later on.
In what domain are there opportunities (enthusiastic stakeholders, new IT system needed,
IT skills in place, …) to raise this public value, sustained by DLT?
How can it be assured this public value is embedded in IT infrastructure, IT architecture and
other technical decisions taken when upgrading systems or buying or developing new ones?

•
•

Related to the discussion on governance of DLT following questions can be addressed:
•

What is the legal framework around DLT and in how far is it adapted to the use of it in the
public sector?
What are the standardization institutes, working groups and standards related to DLT? And
how are or will they change over time?
What is the role of the Dutch government in the European partnerships related to DLT?
What are criteria to consider when allocating grants to stakeholders in the DLT-ecosystem?
What are the architectural principles that must be considered? What is the importance of
open-source software?

•
•
•
•

For every initiative it should also be clear if the public service takes a leading, following or
enabling role. As there are many unknowns and possible futures, we present three possible
futures of the live world of citizens and the role of the public services when DLT has lived up to
expectations and thus proved to be a radical innovation. In the future scenarios we describe
extreme situations to make things explicit and to raise important questions.

https://scholarspace.manoa.hawaii.edu/bitstream/10125/41815/paper0666.pdf
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DLT as substitute for governments?
DLT has been coined as “the truth machine”246 and “the trust machine”.247 Most articles both
academic and non-academic highlight the potential of public permissionless networks for
government services and grassroot organisations often position these types of networks as the
only ‘real’ and ‘good’ DLT implementations creating truth and trust. Such networks indeed enjoy
high levels of security but also make the man-in-the-middle disappear. Many claim, bitcoin will
replace banks, Defi could replace Wall Street and Dapps replace app stores. It has also become
a byword for a libertarian ideology “that treats all governments, central banks, traditional
financial institutions, and real-world currencies as evil concentrations of power that must be
destroyed”.248
Still, the government main role since ever is exactly this: intermediation and interaction with
citizens. Could governments risk to lose relevance through DLT? On the one hand, losing
relevance will lessen the strength of the government and but on the other hand could increase
citizen’s sovereignty and hereby, strengthening democratic values. Therefore, it is challenging if
and how governments would implement decentralized networks and keep a relevant role in
public value or if it would make the government disappear? And if governments would choose
to only create private blockchain or a permissioned one, what would the reaction of the public
be? And would it still generate enough added value?
Fact is: DLT networks show potential to replace (some) government services and intermediation.
But, could DLT like blockchain make the Dutch government obsolete via DAO solutions, smart
contracts, interoperability and the trust of the Dutch citizens?
CORE QUESTIONS:
•
•
•
•
•

How would the Dutch government approach a more autonomous government?
Is the government prepared to explore the upside of DLT even if it opens the possibility to
lose control over certain parts of society?
Does it limit the government’s control – or does it yet offer more control (private blockchains,
more transparency about citizens actions, etc.)?
How to avoid the problem of the ‘cultural lag’ whereby policy and regulations outstrip the
innovation and is running behind the ongoing changes instead of steering them?
Are governments open to public permissionless networks? Or only thinking about private
permissioned ones? And could this drive citizens to other institutions, even commercial
ones, to take over the public value and become a state in the state?

Different use cases already have proven the potential of decentralized sovereign solutions
related to the public sector. The use cases can serve as incentives for other governments to
undertake action and explore DLT solutions to improve public services. Still, the question if DAOs
will overtake the role of the government remains unanswered. In reality, it seems possible to
outsource certain public services to DAO. But it seems highly unlikely that governments would
freely give up their governance to a self-operating network.

DLT as authoritarian system?
Like the underlying idea and key characteristics of the internet, the original premise of DLT is
intended an open and decentralized network connecting individuals through a p2p-connect.
Looking back at the early stages of the internet, we witness similarities between both systems.
Both the TCP/IP protocols were designed to be open and permissionless frameworks, which they
are. Yet, both are protocols form the foundation of the World Wide Web on which others can
build applications, platforms, websites, etc. Hereby, the second layer (layer two) solutions don’t
necessarily share the same principles as the open TCP/IP protocols, and can be used for
numerous incentives, both good and bad (e.g., economic incentives, gaining control, extracting
information, sharing information, etc.).249 This is also the case with DLT. In an authoritarian climate

Casey, M., and Vigna, P. (2018). The Truth Machine: The Blockchain and the Future of Everything, 1st Edn. New York, NY: St. Martin's Press.
The Economist (2015). The Trust Machine. Available online at: https://www.economist.com/leaders/2015/10/31/the-trust-machine (accessed
October 31, 2015).
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https://www.theguardian.com/technology/2018/oct/15/blockchain-democracy-decentralisation-bitcoin-price-cryptocurrencies
249
Yee, A. (2020, May 22). Internet and blockchain technologies: authoritarian or democratic? Internet Policy Review.
https://policyreview.info/articles/news/internet-and-blockchain-technologies-authoritarian-or-democratic/1397
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the libertarian idea of openness can turn into an authoritarian system. The possible “risk of an
authoritarian ledge” has been discussed in literature and can damage both democracy and
citizens. This could lead to governments holding records of its citizens to rate their social score,
gain control over their actions, spy on their activities, etc. There is a slippery slope on how data
can be used to take control over citizens. All actions recorded on a (public or private) ledger can
be suffocating and limit privacy and enlarge state control. Developing a system with a lot of
steering influence is not only possible for governments, some big-tech platforms are already
trying to copy their data revenue models to (closed) DLT environments (Diem/Meta).
However, openness, transparency, and immutability can be put to good use to strive for a more
level playing field. Anyone can join and watch. But, DLT can be used as an ideal tool to distribute
more control over government services, companies and citizens. This can be seen as positive,
for example if it helps to spend government resources efficiently and well. But all actions
recorded in a public or private ledger can also, if poorly designed, stifle privacy and increase
government control over citizens.
Fact is: DLT can be liberating due to its transparency; yet, it can be the ideal tool for authoritarian
states - offering more insights in citizens actions, which are stored on the (public or private)
ledger. But it must always be kept in mind that all technology can be used for either fair or
malicious activities, this is no different with DLT.
CORE QUESTIONS:
•

•

•

•

“The deployment of
many social activities
is not recorded as
value creation.
Suppose we do this
by tokenizing, and
then make this value
exchangeable with,
for example, energy
or transport value.
This opens up new
perspectives without
involving financial
value.”
- Survey respondent

DLT could also offer more control disguised as “transparency”. How would the Dutch
government handle more insight via a decentralised network in trade off, by giving citizens
more control over their digital identity?
Social credit systems could be considered a new threat, which limits citizens freedom and
privacy, like we witness in China. How do we avoid a social credit system with the rise of
new technology like, smart cities, big data and DLT, which can/will be used to store and
monitor these vast streams of data?
What if governments would use it to influence or control citizen behaviour to ensure that
goals set are achieved (e.g. climate goals that will not be achieved in time on voluntary basis
(e.g. via micro-payments, mobility monitoring, …)?
Would only the government be allowed to access the DLT network to track transactions
(value-exchange of data) - or should it be also accessible for other organizations or citizens?

DLT for new public value?
One of DLT’s main feature is the ability to create (more) decentralized space - where all sorts of
data and value can be exchanged (24/7), but also give more autonomy to citizens regarding their
data; hereby creating social value bottom-up instead of top-down. DLT is supposed to create
the new “internet of value” through tokenization.250 Giving citizens more control over their
personal records and data can generate social value unexplored until now. Different grassroot
initiatives prove the willingness to take up this challenge giving citizens the power to trade and
create value out of before economically un-valued work and assets. Such new value creation
possibilities can strengthen citizenship and generate a new model of governance and the
economy. But, with the possibilities of decentralised deployment of tokens creating new values
comes the “responsibility of dealing with scams, economic attacks and limit the impact of the
‘double-edge’ of the anonymity and decentralisation capabilities of blockchains to be exploited
by criminals. “251
Fact is: DLT can give citizens access to and more control over their digital identity, personal data,
government records, or other data and tokenize untraded public values. But, offering citizens
more control can form potential risks, including the loss of control over public value when citizens
can create and exchange new value with tokens or when they can borrow/sell their data for
economic incentives (via voucher, discounts, currencies, tickets, points, etc.).
CORE QUESTIONS:

Tapscott, D., and Tapscott, A. (2016). Blockchain Revolution: How the Technology behind Bitcoin Is Changing Money, Business, and the
World. New York, NY: Portfolio/Penguin.
251
https://www.eublockchainforum.eu/sites/default/files/research-paper/blockchains_and_digital_assets_june_version.pdf
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•

•
•
•
•
•

Due to the fact that citizens gain more control over their personal data (e.g. identity, medical
records, etc.) – citizens could monetize their personal records. What is the government’s
stand on citizens selling for example, their medical records to a pharmacy company?
Do citizens own the right to fully control their personal records, like their identity? Or should
the government control the (digital) identity of citizens
Is it the role of the government to provide its citizens with the needed skills and knowledge
to adequately handle their own data? And how can this be done?
Is the Dutch government prepared to pay for citizens data – or give them any sort of
economic incentive?
What is the responsibility of the government when things are going wrong? Like identity
loss, hacked systems, etc.?
How can inclusiveness be guaranteed when handing over the control over data to citizens?

Listening to the wishes of the citizens and grass root organisations is extremely important when
thinking about handing over control to citizens. But as always, control also means responsibility.
Citizens should have the skills and knowledge to consciously manage their identity and data and
take up the responsibility for their choices. Otherwise (commercial) brokers will see a gap and
position themselves between the citizen and their data, with again the chance that the role of
the government will not be taken over by citizens themselves but by commercial firms. It is not
needed to explain that this involves a lot of risks for public values in general.252

DLT as a means for “commoning”?
Until now the most important instrument for “public goods” has been organized through
democracy and a top-down government, through regulation and money. In the literature 253 254,
DLT is often mentioned as a promising instrument for organizing and managing these facilities
in a different way. This can be done, for example, by making citizens or companies co-owners of
assets, or by giving (voting) rights, or by distributing smart incentives for those who contribute
to public value. A DLT system then offers participating members the opportunity to support
decision-making about the collective good by means of jointly agreed rules. The funds or digital
systems for the communal facilities that play a role in the lives of citizens can also be jointly
managed through DLT.
Examples are often local (management of the playground, shared heating in buildings), but it
can also be on a national scale (CO2 rights market, mobility network) and even with international
scope. Without government involvement, collective facilities can be created together with, for
example through an open knowledge base or a tree project (and even just: bitcoin). Although
DLT can play a role in creating a commons-oriented society, it does not lead to a commons
economy. For example, Michel Bauwens, founder of the p2p foundation, detects a dynamic in
which DLT plays a role in bringing the commons and the capitalist economic system together,
but states that it is not fully committed to the commons economy. 255
Fact is: DLT creates opportunities for the development of a more commons-oriented society. If
a government wants to stimulate this, this would mean that government organizations need a
direct and active contributions from (groups of) individual citizens. Citizens can play a role in
different phases of the process, such as the design of the public service, the delivery and
execution of the service and/or the control of the service. Each phase therefore entails different
roles, both for the public service provider and for the citizen. This also requires specific design
decisions when developing the system.
KEY QUESTIONS:
•
•
•

Which parts of government infrastructure, processes or value can be commonized? Or does
this mainly offer an innovative approach to emerging issues?
Can a healthy ecosystem be created and maintained?
How can the required network effect to involve citizens be created?

For more on the role and power of GAFA: https://youtu.be/jOC0zOXE-84
Rozas D, Tenorio-Fornés A and Hassan S (2021) Analysis of the Potentials of Blockchain for the Governance of Global Digital Commons.
Front. Blockchain 4:577680. doi: 10.3389/fbloc.2021.577680
254
Cila, N., Ferri, G., de Waal, M., Gloerich, I., & Karpinski, T. (2020). The Blockchain and the Commons: Dilemmas in the Design of Local
Platforms. In CHI '20: Proceedings of the 2020 CHI Conference on Human Factors in Computing Systems (pp. 1-14). [3376660] (Conference on
Human Factors in Computing Systems - Proceedings). ACM-SIGCHI. https://doi.org/10.1145/3313831.3376660
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https://wiki.p2pfoundation.net/Michel_Bauwens/Full_Bio
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•
o
o
o
•

What roles should users and authorities play in
citizen-controlled production of services?
in a citizen-controlled design of the service?
in citizen-controlled information management?
What are the design choices and DLT action options that need to be realized for this
approach to work well?

Central here is to take time to make the ecosystem right and determine the action options of the
system to make this work.

Final thoughts and recommendations
Different authors have established guidelines and recommendations for how governments
should approach the design of DLT and its technological building blocks.256 Few have analysed
DLT adoption in organisations and the government through the lens of public value and societal
impact. In this study we have focussed on giving policy makers the tools and insights needed to
make informed decisions about DLT implementation in the future.
•
•
•
•

We described how DLT can be applied in the public sector through giving a total of 21 case
studies and examples from different countries.
We established a decision-making matrix that takes into account the approaches the
government can take and which public value considerations should be taken into account.
We analysed the opportunities and barriers that DLT implementation could have.
And in this final section, we provided discussion points and questions that are crucial for
future debates on the topic.

Based on the findings of our report, we want to highlight final recommendations for the
government to consider for possible next steps.
1.

Our survey findings showed that the context in the Netherlands to implement DLT into
public sectors shows opportunities, but also barriers, which hinder DLT solution
development. Barriers for adoption and development of DLT include: The legal framework
in the Netherlands; A lack of skills in the government; The wrong outlook on DLT of
government staff and the government; The interoperability of DLT with existing systems; A
lack of capital and funding in the Netherlands.
The government should further investigate and address these identified barriers to enable
and drive future DLT development.

2.

As discussed, DLT adoption strategies can take various forms and approaches by the
government. The here-presented decision-making matrix can be used as guideline to
identify possible use cases for the future.
The decision-making matrix presented here, should be used for future steps and informed
and strategic decision-making to identify use cases for development in the Dutch public
sector.

3.

Due to the infrastructural character of DLT and its radical innovation potential, considerable
organisational changes are needed that go beyond the government. For public value
creation through DLT multiple and diverse stakeholders from the public and private sector
need to be involved. As shown, above blockchain has become a controversial topic of
discussion.
It is important to establish a forum of conversation in the Netherlands, that involves diverse
stakeholders to create a consensus about a vision for the role DLT should play in the digital
society in the Netherlands and to decide if DLT should become a theme in the overall
strategies of the Dutch government in the future.

See for example Jun (2018) article “Blockchain government - a next form of infrastructure for the twenty-first century” who suggests five
principles that should be adhered to when we replace bureaucracy with the blockchain system: 1) introducing Blockchain Statute law; 2)
transparent disclosure of data and source code; 3) implementing autonomous executing administration; 4) building a governance system
based on direct democracy and 5) making Distributed Autonomous Government (DAG). See
https://jopeninnovation.springeropen.com/articles/10.1186/s40852-018-0086-3
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Annex 1: Technical concepts and definitions
In recent years, interest in digital decentralized systems has grown strongly through the rise of blockchain application and
cryptocurrencies, especially Bitcoin. There are all kind of different systems built on distributed ledger technology (DLT) operating
through decentralized networks. These different systems have implications on the functionalities and opportunities for value
exchange. In this Annex, we describe the technical concepts and definitions around DLT in more detail to give the reader a
better understanding of the technology. We describe the differences between different blockchain and DLT networks, the
fundamental actors present in a network and the underlying architecture of a network where the different types of networks,
governance, autonomy, and consensus mechanisms are discussed. The table is meant as a summary and entry point for
understanding the technology in more detail. We built the table based on desk research using several reports and publications,
which are indicated in the footnotes and include the following reports, which we recommend as further reading material:
•

•
•

Rauchs, M., Glidden, A., Gordon, B., Pieters, G., Recanatini, M., Rostand, F., Vagneur, K., & Zhang, B. (2018).
DISTRIBUTED LEDGER TECHNOLOGY SYSTEMS. A Conceptual Framework. Cambridge University Press.
Accessible via https://www.jbs.cam.ac.uk/wp-content/uploads/2020/08/2018-10-26-conceptualising-dlt-systems.pdf
Tasca, P., & Tessone, C. J. (2019). A Taxonomy of Blockchain Technologies: Principles of Identification and
Classification. Ledger, 4. https://doi.org/10.5195/ledger.2019.140
Nofer, M., Gomber, P., Hinz, O., & Schiereck, D. (2017). Blockchain. Business & Information Systems Engineering,
59(3), 183–187. https://doi.org/10.1007/s12599-017-0467-3

Key concepts

Explaining DLT in comparison to traditional data systems is a good starting point to show the
major differences. We provide here first the definitions of the key concepts discussed in this
report.

Traditional
(central) data
networks

Traditional (central) networks use centralized data centres that collect all data in one place,
thereby also creating one failure point (break point). The only safety mechanism is based on
backups. But, when a data breach occurs, there is a chance that entire data sets are at risk. The
central systems serve as intermediaries that store, process, and provide access to the necessary
data to authorized persons, for example government departments, banks, insurers, etc.

Distributed
Ledger
Technology
(DLT)

A system of electronic records that (i) enables a network of independent participants to establish
a consensus around (ii) the authoritative ordering of cryptographically validated (‘signed’)
transactions. These records are made (iii) persistent by replicating the data across multiple nodes,
and (iv) tamper-evident by linking them by cryptographic hashes. (v) The shared result of the
reconciliation/consensus process - the ‘ledger’ - serves as the authoritative version for these
records.257

Blockchain

Blockchain is one system based on DLT using an endless sequence of blocks (block) that form an
irreversible chain (chain). Blockchain also consists of a decentralized p2p network in which nodes
reach consensus based on a shared transaction history (ledger). Blockchain goes one step further
then DLT by chronologically processing the transactions into blocks (records) that are connected
to each other via a cryptographic proof - the unique one-way hash. Processing the transactions
into blocks/records, which are subsequently locked with a unique hash, ensuring a strong and
irreversible system. There are different applications and types of blockchain networks.

Bitcoin /
Cryptocurren
cies

Bitcoin is one application of blockchain. It is a cryptocurrency developed in 2009.
Cryptocurrencies is the umbrella term for digital coins and tokens that are only traded online both within central and decentralized networks. Bitcoin enjoys the most attention within the
crypto-ecosystem and is the largest currency in terms of market capitalization. The bitcoin
protocol uses a decentralized p2p blockchain network that processes transactions through the
proof-of-work protocol. In 2018, it was estimated that some 480,000 Dutch people have
Bitcoin.258

Rauchs, M., Glidden, A., Gordon, B., Pieters, G., Recanatini, M., Rostand, F., Vagneur, K., & Zhang, B. (2018). DISTRIBUTED LEDGER TECHNOLOGY SYSTEMS A
Conceptual Framework. Cambridge University Press. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3230013
258
van der Schaar, M. (2021, August 6). Hoeveel mensen bezitten bitcoin? Bitcoin.nl - Bitcoin in Nederland en België. https://bitcoin.nl/nieuws/hoeveel-mensen-bezittenbitcoin-629
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Technological building
blocks

TX

TX 1
TX 2
TX 3
TX 4
TX 5

To understand the key concepts as described above, the following terms of the basic
technological building blocks used to describe DLT are relevant.

Node(s)

A node is a computer that is part of the DLT network. Each node is equal within the network and
has a copy of the transaction history that builds consensus within the network.

Transaction

A transaction is a proposed change in the general ledger. Despite its connotation, a transaction
does not need to be of economic (value transferring) nature.

Block/record

A block or record is a bundle of transactions, which must be validated (mined) by the nodes. The
blocks form a chain, which refers to the term blockchain. Each block verified by the network is
immutably recorded and is visible to third parties (depending on the network type).

Ledger

The ledger keeps track of every verified transaction performed by the network in a common
"book" that is accessible. It is the transaction history of the network that enables consensus within
the network.

Hash

Transactions on a DLT network are cryptographically secured through a cryptographic hash
function. The hash is the computer code which takes a string of data of any length as an input
and produces a fixed length string which can act as a ‘fingerprint’ for the provided data. Knowing
the output (‘hash value’) does not enable someone to reconstruct the original message; only a
person who knows the original message can prove the hash was created from that message.259

Network architecture
and terms

The underlying architecture of a DLT network is defined by who controls the network and who
has access to the network. There are different network types and terms that need to be
considered. This is defined by the governance model adopted by a given architecture and can
be distinguished into four archetypes which differ with respect to the openness of transaction
validation and the openness of participation (read/write) in the transactions.

Peer-2-Peer
network

p2p is the umbrella term for decentralized networks consisting of several computers that serve
as servers. A p2p network is primarily used for data sharing. Within the network, each participant
is considered equal. Early and well-known p2p networks are Napster, Kaazaa and Limewire. 260

Reading
privilege

Users can view transactions within working.

Writing
privilege

Users can create transactions and validate transactions with permission.

Public
Permissionles
s DLT
network

Open network where there is no central authority making the network dependent on voluntary
nodes and where anyone can freely establish and verify transactions.

Private
Permissioned
DLT network

Closed network that can only be accessed by direct authorization from the central authority or
consortium. In addition, not everyone has the same privileges within the network. For example,
the authority determines who has access to reading and writing privileges.

For more explanation on hashing see https://xorbin.com/tools/sha256-hash-calculator
Glaser, F. (2017). Pervasive Decentralisation of Digital Infrastructures: A Framework for Blockchain enabled System and Use Case Analysis.
https://www.semanticscholar.org/paper/Pervasive-Decentralisation-of-Digital-A-Framework-Glaser/859d0535e16095f274df4d69df54954b21258a13
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Private
Permissionles
s DLT
network

Closed network that can only be accessed by direct authorization from the central authority or
consortium. Within the network, anyone can freely view, create and validate transactions.

Public
Permissioned
DLT network

Semi-open network that combines the permissioning from private central authority or consortium
with a decentralized governance model, trying to achieve the best properties of both models.
The underlying consensus mechanism is a critical part of any DLT network. The power of a
consensus mechanism guarantees that all nodes reach an agreement on a transaction within the
network. There are different types of consensus mechanisms available that respond to the needs
of different DLT network types (as described above). We present here some of the most
important terms and consensus mechanisms available.

Consensus

Consensus
algorithm

A set of rules and processes used by the DLT network to reach agreement and validate records.
In DLT networks, multi-party consensus needs to be reached. This is the ability of the system to
enable independent parties to come to agreement on a shared set of records without requiring
a central authority.

Proof-ofWork (PoW)
protocol

PoW is a blockchain consensus mechanism that nodes apply for validating transactions. Each
block must be validated by the network where nodes must solve a cryptographic problem (hash),
which refers to the work part. Each block has a cryptographic issue to be solved - the solution is
the validation of the blocks (bundles of transactions) that make up the network. Bitcoin is the
best-known network that uses the PoW consensus mechanism.261

Proof-ofAuthority
(PoA)
protocol

PoA is a blockchain consensus mechanism applied within permissioned networks where the
central authority -or the consortium will assign certain nodes that can validate transactions. The
cost of the consensus mechanism is drastically lower compared to PoW where nodes compete
for validating transactions.262

Functionalities and
interoperability

01010101
01010101
01010101
01010101
01010101
01010101

The functionalities of a DLT network depend on software choices. This includes the
interoperability capabilities, which are defined in the protocol and consensus mechanism of the
network and decide the accessibility with other networks

Protocol

A set of software-defined rules that determine how the system operates.263

Application
Programming
Interface
(API)

An API is a collection of definitions that allows a program or script to communicate with another
program or script in a simple way. An API aims to simplify programming, by hiding underlying
functionality behind an API definition.

Decentralize
d Identifier
(DID)

A DID is a new type of identifier that enables verifiable, decentralized digital identity. DIDs are
basically the same as a URL (Uniform Resource Locator). It’s an identifier for something, only in
the case of a DID this identifier is based on decentralized technology.264

Selfsovereign
Identity (SSI)

A subtype of decentralised identity (DID) where users are given control over their identifiers but
also of the data associated with them.265

Smart
contract

Smart contracts are contracts embedded in a computer script (software code) that constitute a
commitment between two (or more) parties (as in a classic contract). Typically, smart contracts
are articulated in computer code on the one hand and are self-executing on the other. Smart

Palhas, M. (2020, May 15). Proof of Work - UTRUST. Medium. https://medium.com/utrust/proof-of-work-ab12b8e13c7
Das, R. (2020, August 21). Proof of Authority - Coinmonks. Medium. https://medium.com/coinmonks/proof-of-authority-ac34f1b3a2c2
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contracts are built on DLT.266 Smart contracts on DLT can serve a variety of purposes - from simple
transactions to signing commitments or requesting data.

Oracle

To do transactions with data that is not on the blockchain, a piece of technical infrastructure
called an oracle must be implemented. This oracle makes the connection between the smart
contract and the external sources. Moreover, since a smart contract cannot be executed on
software outside the blockchain, the oracle provides the smart contract with inputs and also takes
the outputs and executes them as actions on external systems.

Proprietary
software

Proprietary software is software that is copyrighted and whose restrictions on use, distribution
and modification have been imposed by the publisher, vendor or developer. It remains the
property of its owner/creator and is used by end-users/organizations under predetermined
conditions.267

Open-source
software

Open-source software is computer code designed to be publicly accessible - anyone can view,
modify and distribute the code as they see fit.268
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Annex 2: Full list of actors identified in survey (in alphabetical
order)
(Please note, that this list includes all actors identified by the experts in the survey, which also includes actors not located in the
Netherlands. This is not an exhaustive list.)
Ecosystem actor

Website

2bSmart

www.2bSmart.eu

2Tokens Foundation

www.2tokens.org

3D Makers zone

www.3dmakerszone.com

AFM

www.AFM.nl

Alveo

www.alveotech.com

Animo

www.animo.id

Avisi

www.avisi.nl

Axionomic

www.axionomic.com

Baseline Protocol

www.baseline-protocol.org

Be-Better

www.be-better.nl

BitCloutNederland team

www.bitcloutnederland.com

Bitcoin Stad Arhnem

www.arnhembitcoinstad.nl

Bitkassa

www.bitkassa.nl

BLING

www.northsearegion.eu/bling

Block Materials

www.blockmaterials.com

Block.IS

www.blockis.eu

Block Materials

www.blockmaterials.com

Blockchain NL Foundation

www.bcnl.foundation

Blockchainvoorlean

www.blockchainvoorlean.nl

BlockLab (Port of Rotterdam)

www.blocklab.nl

Brightlands

www.brightlands.com

Byecoin

www.byecoin.com

ByeleX BV

www.byelex.com

Circularise

www.circularise.com

CJIB (rode knop)

www.cjib.nl

Cryptotaub

www.cryptotaub.com

De Nederlandsche Bank

www.dnb.nl/media/espadbvb/central-bank-digital-currency.pdf

Dienst Uitvoering Onderwijs - DUO

www.duo.nl

Douane

www.douane.nl

Dusk Network

www.dusk.network

Dutch Blockchain Coalition (Dutch Trust Network)

www.dutchblockchaincoalition.org

ElaadNL

www.elaad.nl

Europechain

www.europechain.io

FIBREE

www.fibree.org

FME

www.fme.nl

Haagse Hogeschool

www.dehaagsehogeschool.nl

Hanze University of aplied sciences

www.hanze.nl

Heerlen Heitje

www.heerlen.nl/heitje.html
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Holland Fintech

www.hollandFintech.com

ICTU

www.organizing4innovation.com

Idemia

www.idemia.com

INATBA

www.inatba.org

Jheronimus Academy of Data Science

www.jads.nl

Jolanda ter Maten

www.jolandatermaten.com

Kadaster

www.kadaster.nl

KNB

www.knb.nl

Kryha

www.kryha.io

Ledger Leopard

www.ledgerleopard.com

Liqwith

www.liqwith.io

LISK Center Utrecht

www.liskcenter.io

LTO Network

www.ltonetwork.com

Luminis

www.luminis.eu

Marecon

www.marecon.nl

Max Crowdfund

www.maxcrowdfund.com

Ministerie van BZK

www.rijksoverheid.nl/ministeries/

NWO-MVI

www.nwo-mvi.nl

Odyssey

www.odyssey.org

Oost nl

www.oostnl.nl

OVSoftware BV

www.ovsoftware.nl

Rabobank - Blockchain Acceleration Lab

www.rabobank.nl

ReCheck

www.recheck.io

Rinnis

www.rinis.nl

ROM Horizon Flevoland

www.horizonflevoland.nl

Royal Joh. Enschedé

www.joh-enschede.nl/stamps/crypto-stamp

RTI Blockchain

www.rtiblockchain.nl

Saxion University of Applied Sciences

www.saxion.nl

Setllemint

www.settlemint.com

SocialCoin

www.socialcoin.nl

Spark living labs

www.sparklivinglabs.nl

Sphereon

www.sphereon.com

Stadjerspas

www.stadjerspas.gemeente.groningen.nl

Stichting DCMC

www.composite-maintenance.com/about-dcmc

Stichting RINIS

www.rinis.nl

SURF

www.surf.nl

tech4care

www.tech4care.nl

Techleap

www.techleap.nl

TenneT

www.tennet.eu

The New Fork

www.thenewfork.com

THUAS

www.dehaagsehogeschool.nl

THX Network

www.thx.network

Tilburg University

www.chainresearch.eu

TKI Dinalog

www.dinalog.nl

TNO

www.blockchain.tno.nl
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TU Delft: Delft Blockchain Lab

www.blockchain-lab.org

TWICE

www.twice.nl

Unblocktalent

www.unblocktalent.com

Universiteit Maastricht

www.maastrichtuniversity.nl

V-ID

www.verifyalldocuments.com

WBNoDE

www.wbnode.io

YES!Delft

www.yesdelft.com

Zelfzorg

www.zorgcircuit.com

Zi2T

www.cjgetten-leur.nl/showsite.asp?map_id=680410

Zorg Instituut Nederland

www.zorginstituutnederland.nl

Zorgeloos Vastgoed

www.zorgeloosvastgoed.nl
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